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Full vehicle autonomy excludes a takeover by passengers in case a safety-critical application fails. Therefore, the
system responsible for operating the autonomous vehicle has to detect and handle failures by itself to ensure the
safety of the passengers and other road users. Especially in the initial phase of the availability of autonomous
vehicles, building up consumer confidence is essential. Therefore, handling failures by stopping the vehicle is
not desirable as such a behavior will unsettle customers. In this paper, we introduce FDIRO (standing for “Fault
Detection, Isolation, Recovery, and Optimization”) a fail-operational approach for handling failures in a stepwise
fashion that is based on the FDIR (“Fault Detection, Isolation, and Recovery”) approach known from the aerospace
domain, whereby we reimplemented the steps defined by FDIR to fit the use case of autonomous driving. We
designed the failure detection and isolation procedure to be of low complexity so that these steps can be performed
within milliseconds. The subsequent recovery step then transforms the system configuration such that the demanded
safety requirements are satisfied. However, since the resulting configuration might not be optimal regarding the
current context that the autonomous vehicle is experiencing, we enhanced the FDIR strategy by an additional
optimization step. The goal of this step is to optimize the application placement, i.e., the assignment between
application instances and computing nodes, according to the current context.

Keywords: autonomous vehicles, fail-operational, system reconfiguration, application placement, optimization.

1. Introduction

Nowadays, vehicles are equipped with various
advanced driver assistance systems that support
the driver while operating the vehicle. Actions
that modern vehicles are capable of doing include,
e.g., keeping the distance to a preceding vehi-
cle, autonomous parking, or switching lanes on
highways. Although these functions are highly
reliable and well tested, the driver is still required
to monitor their behavior and take over control, if
required (Brookhuis et al. (2019)).

As far as fully autonomous vehicles are con-
cerned, also referred to as SAE Level 5 vehicles
or, in case the vehicle drives in a defined environ-

ment, as SAE Level 4 vehicles (SAE International
(2018)), any takeover actions by passengers are
excluded. To operate such autonomous vehicles,
numerous software applications, including, e.g.,
perception, planning, and vehicle control services,
have to interact with each other. Many of these
applications are safety-critical, i.e., a failure might
result in a hazardous situation. Therefore, to
guarantee the safety of the passengers and other
road users in case an occurring failure causes a
safety-critical application to misbehave, measures
have to be implemented to ensure a safe operation
in such situations.

Although handling faults by performing an
emergency stop is feasible, such a behavior is
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not always desirable since this will cause cus-
tomer satisfaction to decline (Koopman and Wag-
ner (2017)). Furthermore, in case the vehicle
is, for example, moving at a very high speed or
driving in a tunnel, it might not be safe to stop
abruptly.

On the other hand, increasing the fault-accep-
tance rate might cause vehicles to operate unin-
tendedly, leading to a loss of customer confidence.
Therefore, solutions to handle this are required.

In this paper, we introduce FDIRO (standing for
“Fault Detection, Isolation, Recovery, and Opti-
mization”), a fail-operational approach for han-
dling failures in a stepwise fashion, extended with
a system-optimization procedure that improves
the system stability and efficiency after a safety-
critical reconfiguration. This approach is based
on the FDIR (“Fault Detection, Isolation, and
Recovery”) approach known from the aerospace
domain (Zolghadri (2012)), which is also applied
by other disciplines such as chemical (Venkata-
subramanian et al. (2003)) and nuclear engineer-
ing (Zhang et al. (1994)).

An essential characteristic of FDIR is the redun-
dant design of safety-critical applications. FDIRO

adopts this characteristic by defining different op-
eration modes for redundant application instances,
whereby those modes differ by their level of
degradation.

Due to the redundant design of safety-critical
applications, the execution of the first three steps
of the FDIRO approach, which correspond to the
detection, isolation, and recovery actions as de-
fined by FDIR, results in an error-free configura-
tion, which satisfies the demanded safety require-
ments. However, since the resulting configuration
might not be optimal in terms of, e.g., system
utilization, we enhanced the FDIR strategy by an
additional optimization step. The goal of this
step is to optimize the application placement, i.e.,
the assignment between application instances and
computing nodes, according to context observa-
tions, including, for example, environmental con-
ditions and passenger preferences.

The execution of the FDIRO procedure after the
occurrence of a failure causes the system state to
be raised from safety-critical to safe due to the
execution of the first three steps of FDIRO. The
subsequent optimization step further upgrades the
system state to safe & optimized. Figure 1 illus-
trates the different system states while performing
the FDIRO procedure.

Besides enabling a context-based configuration
optimization, FDIRO also ensures a fast reconfig-
uration time, which is considered an essential re-
quirement of many safety-critical software appli-
cations. For instance, the maximum acceptable re-
configuration time of the application that controls
the steering is, in some cases, 90 ms, according
to Orlov (2017). FDIRO meets this requirement
due to keeping the complexity of the detection and

Fig. 1.: System states after the occurrence of a
failure.

isolation step low, enabling that those steps can be
performed within milliseconds.

Compared to the detection and isolation step
of FDIRO, the time criticality of the subsequent
recovery and optimization step is lower as the
prior executed isolation step ensures a safe system
state. Therefore, the actions performed during the
recovery and optimization procedure can be more
complex and thus more time-consuming.

The paper is organized as follows: In Section 2,
we provide background information about func-
tional safety and discuss the difference between
fail-safe and fail-operational systems. Afterwards,
in Section 3, we introduce our stepwise reconfig-
uration approach FDIRO. In Section 4, we show,
using a proof-of-concept implementation, that the
detection and isolation step can be performed
within milliseconds. In Section 5, we compare
our work to related approaches, and the paper
concludes with Section 6 in which we discuss the
future development of FDIRO.

2. Functional Safety

Even though the vehicles currently available on
the consumer market are far from being consid-
ered fully automated, according to the definition
of SAE (SAE International (2018)), they are al-
ready equipped with various functions that are
safety-critical, i.e., their misbehavior can cause
hazardous situations. The progressive introduc-
tion of safety-critical functions, like brake-by-
wire or electronic stability control, increases the
probability that a failure occurs, which causes
a safety-critical application to fail (Kohn et al.
(2015)).

To reduce this risk, functional safety require-
ments of road vehicles have been introduced by
the ISO 26262 standard (International Organiza-
tion for Standardization (2018)). This standard
defines functional safety as the absence of unrea-
sonable risks due to hazards caused by malfunc-
tioning behavior of E/E systems. To achieve this
goal, ISO 26262 introduces, e.g., a safety-driven
development process as well as an approach for
the risk classification of functions.

A common method for increasing functional
safety is to monitor the behavior of safety-critical
applications and deactivate the complete system
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in case a failure is detected. Such systems are
referred to as fail-safe systems. In particular, trac-
tion control (Gerstenmeier (1986)), power steer-
ing (Kozaki et al. (1999)), as well as adaptive
cruise control systems (Pasenau et al. (2007)) are
designed to be fail-safe. For example, in case an
adaptive cruise control system fails, the driver is
warned that this function is disabled. Therefore,
the task of keeping the speed and distance to a
preceding vehicle is handed over to the driver.

Although a fail-safe behavior is acceptable in
today’s vehicles, such behavior is insufficient for
SAE Level 4 and SAE Level 5 vehicles since any
takeover actions by the passengers are excluded.
Instead, fully autonomous vehicles require fail-
operational systems. Compared to fail-safe sys-
tems, fail-operational systems ensure a correct and
safe operation even if the system is affected by
failures (APTIV et al. (2019)).

3. FDIRO: A Stepwise Reconfiguration
Approach

3.1. Overview
Our approach for handling occurring failures is
based on FDIR (“Fault Detection, Isolation, and
Recovery”) (Zolghadri (2012)), whereby we re-
designed the FDIR concept to fit the use case of
autonomous driving. The idea is to handle failures
in a stepwise manner by executing the following
four procedures:

(1) detection of the failure,
(2) isolation of the failure by a switchover be-

tween redundant instances,
(3) recovery of the safety requirements, and
(4) optimizing the placement of the application

instances.

The first three steps correspond to the detec-
tion, isolation, and recovery actions as specified
by FDIR. The execution of those steps results
in an error-free configuration, which satisfies the
needed safety requirements. However, since the
resulting configuration might not be optimal, we
extended the FDIR strategy by an additional op-
timization step. We refer to this extended FDIR

approach as FDIRO (“Fault Detection, Isolation,
Recovery, and Optimization”).

The newly introduced optimization step aims
to enhance the system according to goals that
depend on the current situation. For example,
for the case of an autonomous electric vehicle,
a conceivable goal would be an extension of the
range. Assuming that the energy efficiency of an
electric vehicle can be improved by shutting down
computing nodes, the optimization step might aim
for finding an application placement that allows
shutting down as many computing nodes as possi-
ble.

Fig. 2.: Comparison of time criticality and com-
putational complexity of the FDIRO steps.

Note that the optimization procedure can also
be initiated by other events apart from failures.
For instance, a change in the driving environment
can cause triggering the optimization of the ap-
plication placement. However, for the sake of
simplicity, we do not consider other events aside
from failures in this paper.

The motivation for implementing a stepwise
reconfiguration is that, for some failures, the re-
configuration time is critical. In particular, certain
cases require that the time until a failure is isolated
and a redundant instance takes over the actions
of the faulty instance must lie within a range of
milliseconds.

The stepwise design of our reconfiguration ap-
proach meets this requirement since the complex-
ity of the detection and isolation step is low, en-
abling that those steps can be performed within a
guaranteed time.

To provide a fast failure detection, the moni-
toring period has to be short, and the detection
actions during a monitoring cycle have to be of
low complexity.

Fast failure isolation by switching over to a
redundant instance is ensured due to the imple-
mentation of different operation modes. The idea
is that each safety-critical application is executed
redundantly, whereby one application instance is
executing in active operation mode and is interact-
ing with other applications. The other redundant
application instances are executing in active-hot
operation mode. Therefore, these instances are
not communicating with other active instances
or controlling actuators. Consequently, they can
perform a degraded set of operations. However,
active-hot instances are capable of taking over
the responsibilities of the active instance within
milliseconds if required.

In contrast to the detection and isolation steps,
the complexity of the redundancy recovery step
as well as of the optimization step is significantly
higher. However, since the time criticality of the
latter steps is lower than that of the former steps,
such a behavior is acceptable. Figure 2 illustrates
this complementary effect.

Another possible approach to enable short re-
configuration times is to precompute successor
configurations for all possible failures that can oc-
cur. However, as we argue next, such an approach
is not feasible since today’s storage capacities are
insufficient.
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Assume that N is the set of computing nodes,
and I is the set of application instances, i.e., all ac-
tive and active-hot instances that are executed by
the system. Moreover, let us call a configuration
an assignment between the set of computing nodes
and application instances. We encode configura-
tions as |N | × |I| matrices, whereby an element is
1 in case the computing node executes the corre-
sponding application instance and 0 otherwise.

We demonstrate that precomputing and storing
all configurations is not feasible by showing that
this strategy is not even feasible in case we only
assume failures of computing nodes and applica-
tion instances. Considering only these two types
of failures, the number of possible failures is
|N | + |I|. Since the reconfiguration actions after
a failure occurred depend on all previous failures,
we have to consider all possible permutations of
failures.

In total, there are (|N | + |I|)! different se-
quences of failures. Since each failure results
in a new configuration, per failure permutation,
|N | + |I| configurations, apart from the initial
configuration, are required.

Therefore, (|N | + |I|)! · (|N | + |I|) + 1 con-
figurations have to be precomputed. Since we
defined that a configuration is represented by an
|N | × |I| matrix and the single elements adopt
one of two possible values, |N | · |I| bits of storage
are required per configuration. Therefore, to store
all (|N | + |I|)! · (|N | + |I|) + 1 configurations,
((|N |+ |I|)! · (|N |+ |I|) + 1) · |N | · |I| bits are
required.

Assuming a car is equipped with four comput-
ing nodes, i.e., |N | = 4, which execute 100 ap-
plication instances, i.e., |I| = 100, about 5 · 10169
bytes of storage are required.

Even though configurations can most likely be
represented more efficiently and some failure se-
quences can be shortened, we can conclude that it
is not feasible to store reconfiguration actions for
all possible failures that can occur.

Nevertheless, precomputing configurations for
a fixed set of failures is feasible. Indeed, one
may precompute the successor configurations of
failures which are of high severity and are likely
to occur. In case such a failure occurs, the vehicle
can reconfigure the system according to a precom-
puted configuration. Hence, those failures can be
handled in minimum time. In case no successor
configuration has been precomputed, the configu-
ration has to be computed during runtime.

Figure 3 illustrates the concept of precomput-
ing configurations graphically. In case a failure
occurs, the FDIRO procedure transfers the current
system configuration (indicated by the black node)
to an adjacent configuration which can be either a
precomputed one (shown by a grey node) or a not
yet precomputed one (a white node). Afterwards,
the precomputing procedure computes not yet pre-

Fig. 3.: Partially precomputed configuration graph
(edges: failures; black node: current configu-
ration; gray nodes: precomputed configurations;
white nodes: not precomputed configurations).

computed configurations in the neighborhood of
the new current configuration.

3.2. Workflow of FDIRO

We define several logical components that are
responsible for performing the FDIRO procedure.
Figure 4 illustrates the workflow of FDIRO in
an activity diagram. Note that all components
which are responsible for performing the FDIRO

procedure have to be fail-operational.
The components that detect failures and conse-

quently trigger a reconfiguration are called moni-
tors. We distinguish between application-instance
monitors, operating-system monitors, and hard-
ware monitors.

Application-instance monitors detect failures of
application instances. To detect that an application
instance is malfunctioning, the desired behavior of
the application instance has to be known. There-
fore, each application includes an application-
instance monitor that monitors all instances of that
application. Furthermore, each operating system
shall be monitored by an operating-system moni-
tor, and each computing node shall be monitored
by a hardware monitor.

In case any of those different types of monitors
detect a failure, they inform a switchover com-
ponent about the affected application instances.
The switchover component instructs the faulty in-
stance to switch to the isolated operation mode,
which prevents the faulty instance from commu-
nicating with other applications or controlling ac-
tuators.

Next, the switchover component determines
whether, for the faulty application instance, a re-
dundant instance exists. In case such an instance
exists, the switchover component instructs the se-
lected instance to take over the responsibilities of
the faulty instance.

In case that no redundant instance exists, the
switchover component has to evaluate whether
the failure of the instance causes the safety level



Proceedings of the 30th European Safety and Reliability Conference and
the 15th Probabilistic Safety Assessment and Management Conference 5047

Fig. 4.: The activity diagram showing the workflow of FDIRO.

to drop below an acceptable threshold. If so,
the switchover component instructs the failover
controller to take over the control and safely stop
the vehicle. Otherwise, the switchover component
hands over the control to the redundancy recovery
component, which is responsible for restoring the
lost redundancy.

To achieve this, the redundancy recovery com-
ponent obtains a load profile overview of all avail-
able computing nodes. Using this information,
the redundancy recovery component determines
whether one of the computing nodes offers enough
available resources to run an instance that im-
plements the same functionality as the faulty in-
stance. If such a computing node exits, the redun-
dancy recovery component instructs that node to
start a redundant instance.

In case that no computing node has sufficient
resources left, the redundancy recovery compo-
nent is allowed to displace application instances
and stop non-safety critical application instances.

The actions performed by the redundancy re-
covery component can be considered as a fast way
to increase the safety of the system. However, the
placement of the new redundant instance might
not be optimal. Therefore, in an additional step,
the placement optimizer tries to find an applica-
tion placement that is better suited for the current
driving situation. To this end, the placement op-
timizer first determines the goals the application
placement shall meet. Next, a placement plan that
satisfies the previously defined goals is computed.
Finally, the placement optimizer rolls out the new
placement plan to all computing nodes, which
then perform the actions defined by this plan.

To further clarify the tasks performed by
FDIRO, we next give a concrete example.

3.3. FDIRO Example
Consider the system illustrated in Figure 5a which
executes five applications, where for each ap-
plication, one active instance and one active-hot
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(a) Initial configuration, where the active application instance

of A3 failed.

(b) Configuration after the FDIRO procedure was performed.

Fig. 5.: Workflow example of FDIRO.

instance (denoted by dashed lines) exists. We
assume that the active instance of application A3,
which is executed by computing node CN2, fails.

Once the failure occurred, the application-
instance monitor has to become aware of the mal-
functioning of the active instance of A3. Next,
the detected failure has to be isolated to avoid fur-
ther damages. Therefore, the application-instance
monitor instructs the switchover component to
isolate the faulty instance. Once the previously
active instance receives the command to switch
to the isolated operation mode, it stops interacting
with the system.

After the failure has been isolated, the switch-
over component determines whether a redundant
instance of application A3 is available. In our
scenario, this is the case since computing node
CN5 executes a redundant instance of A3. So,
the switchover component selects this instance to
upgrade its operation mode to active.

Due to the isolation and switchover procedure,
A3 is not executed redundantly anymore. There-
fore, in the third step of the FDIRO process, the re-
dundancy recovery component tries to recover the
lost redundancy. Assuming that computing node
CN3 and CN5 are the only two nodes offering
enough resources for an additional A3 instance,
the redundancy recovery component will select
CN3 for executing the redundant instance of A3.
Now, computing node CN3 is preferred over CN5
since the latter already executes the active instance
of A3. Therefore, selecting computing node CN3
increases the hardware segregation, which results
in an improvement of reliability.

In the fourth step of the FDIRO process, the

control is handed over to the placement optimizer.
Assuming that the goal in the currently considered
use case is to utilize as few as possible comput-
ing nodes in order to save energy, the placement
optimizer might decide to stop the isolated A3
instance and migrate the active-hot instance of A1
to computing node CN5. As a result, computing
node CN2 can be turned off, since this node ex-
ecutes no applications anymore. The optimized
application placement is displayed in Figure 5b.

4. Monitor and Switchover Component
Test Implementation

To prove the hypothesis that the fault detection
and isolation step of FDIRO can be performed
within milliseconds, we performed an experiment
using a proof-of-concept implementation.

For the test set-up, we used six identical com-
puting nodes (with OS Ubuntu 18.04.1 LTS, CPU
Intel Pentium Silver J5005, and 8 GB memory),
which are connected via Gigabit Ethernet. Three
computing nodes execute a safety-critical applica-
tion, whereby one computing node runs the active
instance, and the other two execute an active-hot
instance. For the sake of simplicity, we do not
use an autonomous driving application. Instead,
we implemented an application that adds two in-
tegers. Moreover, we equipped the active instance
with a function that allows us to corrupt its results.

The remaining three computing nodes exe-
cute an application-instance monitor, a switchover
component, and a measuring component. The
application-instance monitor sends periodically a
test case containing two random integers to the ac-
tive and the two active-hot application instances.
Once an application instance receives a test case,
it adds the two integers and returns the result to
the application-instance monitor. A failure of the
active instance is detected if the result returned
by this instance is different from the results re-
turned by the active-hot instances, and the results
returned by the two active-hot instances are equal.
In this case, the application-instance monitor re-
ports to the switchover component that the active
instance is malfunctioning. The switchover com-
ponent then instructs the faulty active instance to
switch to the isolated operation mode. Further-
more, one of the active-hot instances is instructed
to upgrade its operation mode to active.

The measuring component simulates the inter-
action of the application with other applications
executed by the system. Therefore, the active
instance sends every millisecond a message to the
measuring component. This message contains the
unique application-instance identifier as well as a
flag that signals whether the instance is working
correctly. Using the receiving times of these mes-
sages, the takeover time, i.e., the time between the
occurrence of the failure and the takeover by one
of the active-hot instances, is determined.
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Table 1.: The test results of the experiment.

Fault-Detection Average
Sampling Rate Takeover Time

5 ms 8.5 ms
10 ms 14.4 ms
15 ms 16.2 ms
20 ms 16.3 ms
25 ms 19.3 ms
30 ms 22.4 ms
35 ms 21.2 ms
40 ms 30.0 ms
45 ms 27.2 ms
50 ms 36.4 ms

Since the takeover time strongly depends on the
failure-detection time, we varied the frequency,
referred to as fault-detection sampling rate, at
which the application-instance monitor sends test
cases.

Table 1 shows the results of the performed tests.
The average takeover time for a specific fault-
detection sampling rate is determined based on
100 test iterations.

We can observe that, on average, the takeover
time is about half of the fault-detection sampling
rate plus an offset of approximately 7 ms. As-
suming that the time consumed by the application-
instance monitor and the time consumed by the
switchover controller, as well as the latency of the
network, is 0 ms, the takeover time will converge
to half of the fault-detection sampling rate as the
number of test runs increases. Hence, we can con-
clude that the time consumed by the application-
instance monitor plus the time consumed by the
switchover controller plus the latency of the net-
work sums up to approximately 7 ms.

5. Related Work

Fail-operational systems, similar to the one pre-
sented in this paper, are also required in other
domains. In particular, the avionics area has an
inevitable need for such systems (Flühr (2014)).
To improve the safety of airplanes and spacecrafts,
systems based on duo-duplex (Traverse et al.
(2004)), triple-triple (Yeh (1996)), or quadruplex
architectures (Blair-Smith (2009)) are employed.
Those architectural concepts require a high level
of software and hardware redundancy. For exam-
ple, triple-triple systems, as, e.g., used by Boeing,
consists of three homogeneous lanes, whereby
each lane includes three distinct computing nodes
which execute distinct software implementations.

In the past, the fail-operational system designs
used in the aviation domain have been used in
automotive research as well. Especially drive-by-
wire systems (Isermann et al. (2002); Rooks et al.
(2005)) were designed based on these architec-
tural concepts. The problem, however, is that due
to the high hardware and software redundancy,

implementing those approaches is costly. Since
the cost limitations in the automotive industry are
much higher than in the aerospace domain (Nen-
ninger (2007)), an application of the above con-
cepts in autonomous vehicles is unlikely.

Nevertheless, as various safety-critical systems
are required to operate autonomous vehicles, a
fail-operational behavior is inevitable (Koopman
and Wagner (2016); APTIV et al. (2019)). Fur-
thermore, the safety-criticality of many applica-
tions depends on the current context the car is ex-
periencing. For example, the safety-critically, and
therefore the required redundancy, of an applica-
tion responsible for detecting pedestrians is higher
in case the vehicle is maneuvering in an urban
environment than cruising on a highway. Conse-
quently, employing dynamic fail-operational con-
cepts, like, for instance, FDIRO, is expedient.

Other dynamic fail-operational approaches in-
clude, e.g., the concept proposed by Becker et al.
(2014), which addresses a dynamic deployment
of mixed-critically applications. Similar to our
approach, to maintain the operation of safety-
critical applications, after the occurrence of a fail-
ure, other less safety-critical applications are de-
graded. The focus of their work is on developing a
formal method to calculate the optimal application
deployment.

Another interesting dynamic fail-operational
approach was introduced by Wotawa and Zim-
mermann (2018). In their work, they present a
rule-based methodology for configuring an au-
tonomous vehicle during runtime such that certain
preconditions are fulfilled.

6. Conclusion

In this paper, we introduced FDIRO (“Fault De-
tection, Isolation, Recovery, and Optimization”),
a fail-operational approach for handling failures
in a stepwise fashion. FDIRO allows a fast isola-
tion of an occurring failure and a recovery of the
lost functionality. Furthermore, FDIRO provides
means to recover and optimize the system state.

In our future research activities, we plan to
implement a simulator to show the efficacy of
the FDIRO approach. Using this simulation envi-
ronment, we can also test optimization strategies
based on, e.g., integer linear programming (Kain
et al. (2020)), evolutionary game theory (Ren
et al. (2014)), or reinforcement learning (Bello
et al. (2016)), calculating application placements.
Moreover, we plan to integrate the FDIRO ap-
proach in a layered context-based reconfiguration
approach. This approach defines three intercon-
nected layers, which we differentiate by their level
of awareness (Kain et al. (2020)).

Further open issues not yet addressed by our
approach include research about the monitoring of
software components, the effects of multiple fail-
ures that occur simultaneously, and the validation
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of reconfiguration and optimization actions.
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D. thesis, Universitätsverlag Karlsruhe.

Orlov, S. (2017). AutoKonf: Forschung und
Technologie für automatisiertes und vernetztes
Fahren. Talk presented at the Fachtagung “Au-
tomatisiertes und vernetztes Fahren”, Berlin.

Pasenau, T., T. Sauer, and J. Ebeling (2007). Ac-
tive cruise control with stop&go function in the
BMW 5 and 6 series. ATZ worldwide 109(10),
6–8.

Ren, Y., J. Suzuki, A. Vasilakos, S. Omura, and
K. Oba (2014). Cielo: An evolutionary game
theoretic framework for virtual machine place-
ment in clouds. In Proceedings of the 2014
International Conference on Future Internet of
Things and Cloud (FiCloud 2014).

Rooks, O., M. Armbruster, A. Sulzmann,
G. Spiegelberg, and U. Kiencke (2005). Duo
duplex drive-by-wire computer system. Relia-
bility Engineering & System Safety 89(1).

SAE International (2018). Taxonomy and Defini-
tions for Terms Related to Driving Automation
Systems for On-Road Motor Vehicles. SAE
Standard J3016.

Traverse, P., I. Lacaze, and J. Souyris (2004).
Airbus fly-by-wire: A total approach to de-
pendability. In Proceedings of the IFIP 18th
World Computer Congress, Volume 156 of IFIP
International Federation for Information Pro-
cessing, pp. 191–212. Springer.

Venkatasubramanian, V., R. Rengaswamy, K. Yin,
and S. N. Kavuri (2003). A review of process
fault detection and diagnosis, Part I: Quan-
titative model-based methods. Computers &
Chemical Engineering 27(3), 293–311.

Wotawa, F. and M. Zimmermann (2018). Adap-
tive system for autonomous driving. In Pro-
ceedings of the 18th IEEE International Con-
ference on Software Quality, Reliability, and
Security Companion (QRS-C 2018), pp. 519–
525.

Yeh, Y. (1996). Triple-triple redundant 777 pri-
mary flight computer. In Proceedings of the
1996 IEEE Aerospace Applications Conference
(AeroConf 1996), pp. 293–307.

Zhang, Q., X. An, J. Gu, B. Zhao, D. Xu, and
S. Xi (1994). Application of FBOLES–A proto-
type expert system for fault diagnosis in nuclear
power plants. Reliability Engineering & System
Safety 44(3), 225–235.

Zolghadri, A. (2012). Advanced model-based
FDIR techniques for aerospace systems: To-
day challenges and opportunities. Progress in
Aerospace Sciences 53, 18–29.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


