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The present article summarizes the requirements and demands for tunnels on surface routes from the safety view-
point. Based on real data on tunnel failures, database of sources of risks, which were the causes of the tunnels’
failures, is established. The list of agents of failures was compared and supplemented by findings from research
accessible in the scientific literature. The analysis of tunnel failures shows that in most cases, failure cause was
combination of several sources, and therefore, the procedure for integral risk determination was proposed and tested
in practice. Based on present knowledge, generic model for tunnel safety management is created. By critical analysis
of failure impact data and response procedures and considering the risk management principles, they are proposed

measures to improve tunnel safety.
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1. Introduction

Tunnels on surface routes belong to critical ele-
ments of traffic infrastructure, which is important
part of critical infrastructure of each country.
Therefore, their problems are regularly solved on
the ESREL conferences and regulated by the
World Association PIARC. Each tunnel is repre-
sented as socio-cyber-physical system, the struc-
ture of which is system of systems (Prochézkova,
Prochazka 2020).

Present knowledge summarized in guidelines
of PIARC (2021), legislation (EU 2004, 2008)
and works (Prochazkova 2017, 2018, Procha-
zkova, Prochazka 2020) require so each tunnel
would be constructed in such a way as to be safe,
i.e. stable, which means that it reliably performs
its function (safe transport service) over its life-
time and does not harm itself and public assets in
the vicinity, namely even under its critical condi-
tions. Therefore, it also has specific equipment

(PIARC 2021, Prochazkova, Prochazka 2020),
e.g.: smoke detectors and hazardous substances
detectors; fire alarm; and illuminated fire emer-
gency exits at fixed distances from each other,
which are designed in such a way that smoke does
not pass through them, etc. Most road tunnels and
all railway tunnels have a ventilation system for
extracting the smoke and hazardous substances.
In tunnel, there are emergency stations located at
fixed distances from each other, which are
equipped with a telephone, alarm button and often
fire extinguisher device. Many tunnels have cam-
eras that are connected to the control panel in the
tunnel manager's room. The tunnel manager can
call emergency services if necessary. In addition,
large tunnels have their own control systems that
modify the transport mode inside the tunnel. Ac-
cording to the legal requirements of most devel-
oped countries, safety of road and rail tunnels is
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checked every four years, or after each of the
breaches of tunnel security.

It is clear that tunnel accidents are much more
dangerous than off-tunnel accidents, especially
when hazardous substances are present. The pres-
ence of hazardous substances may result in fire,
explosion and air contamination; accidents with
BLEVE and VCE phenomena are particularly
dangerous. Therefore, emergency services (poli-
ce, firefighters and paramedics — integrated rescue
system) regularly carry out drill to cope with ac-
cidents in tunnels. The article submitted summa-
rizes on knowledge and management of the risks
towards safety of tunnels in their construction and
operation.

2. Summary Knowledge on Tunnels and
Their Safety

Tunnels are technical facilities that are excavated
in various geological subsoils, from soil to hard
rock. Therefore, from the point of view of current
knowledge (PIARC 2021, Prochazkova, Procha-
zka 2020), safety of tunnels begins with the loca-
tion and it is determined by: quality of specifica-
tions (terms of references), which must consider
both, the geotechnical conditions in the subsoil
and the sources of other risks at the site, and the
requirements of the expected operation, i.e. in
particular the limits and conditions given by the
material used and the structure used; quality of
construction; and way of operation in accordance
with the stipulated limits and conditions set, and
also maintenance quality during the life cycle.

As for any technical facility, the tunnel safety
is determined primarily by the measures inserted
into the project rather than by those taken during
the operation (Prochdzkova, Prochazka 2020).
According to the findings in (Haukur 2012,
Kroon, Kampmann 2004, NFPA 2010, PIARC
2021, Powers 2007, Prochazkova, Prochazka
2020, Sutcliffe, 2004) in the tunnel design, many
aspects must be considered in order to correctly
select safety measures and procedures. Normative
guidelines and the results of risk assessments are
used to select measures. It is easy to identify tun-
nel safety measures and procedures through nor-
mative directives and checklists. Normative
guidelines provide a standard set of solutions and
have the advantage of setting the consistent
benchmarking and are easy to apply in similar
projects. According to valid ISO 9000 standard,
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except to normative requirements , the risk analy-
sis results need to be applied from safety reasons.

Engineers at tunnel construction have to deal
with both, the static and the dynamics when build-
ing the tunnels. The static describes how the phys-
ical forces interact and what is needed to create
balance on the tunnel structure. According to spe-
cific conditions, materials — masonry, steel, rein-
forced concrete and methods of their inter-con-
nection - are then chosen. From the point of view
of dynamics, specific measures are implemented
against changes in material and object over time,
against vibrations associated with vehicle traffic
and in seismic areas, also caused by earthquakes.
Since the environment, in which the tunnel oven
is stored, is still working and the movement of ve-
hicles contributes to changes in the environment,
geotechnical monitoring, which is based on the
measurement of deformations of the tunnel exca-
vation, is of great importance during the tunnel
construction and the operation. From safety rea-
sons tunnel complex needs to include a lot of sys-
tems, e.g. systems: mechanical; drainage; electric
(lighting); ventilation; communication; traffic
monitoring; information; early warning; for the
detection of fire, smoke and other hazardous sub-
stances; and fire extinguishers.

3. Risk Management towards Tunnel Safety

The risk management technique itself formally re-
views the management and settlement of risks in
the context of benefits and costs of outputs before
each stage of risk management. The Coase theo-
rem (Coase 1960) is used to determine the eco-
nomic optimum in the cost of risk settlement; Fig-
ure 1.
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Fig. 1. The total cost interval in which safety is ensured;
the area of optimal costs for safety margins is marked
in blue.

This figure shows that it is necessary to com-
pare the cost of risk reduction and the cost of nec-
essary measures, i.e. the application of the CBA
method (Prochdzkova 2018) with compliance
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with safety requirements. It is clear from the fig-
ure that in practice it is about ensuring an accepta-
ble level of safety. This means that some risks are
not sufficiently eliminated and may cause damage
in the future, and therefore, in the context of risk
settlement, it is also important to prepare and en-
sure the response including the appropriate tech-
nical equipment and qualified response personnel
and by that ensure the ability to carry out response
and recovery (Prochazkova, Prochazka 2020).
The purpose of the construction of tunnel
safety management system is to find economi-
cally efficient processes that ensure certain level
of safety and security of the objects in question,
and this is monitored at all stages, i.e. from de-
sign, through analysis and development, construc-
tion, operation, modernization to disposal
(Prochazkova 2017, Prochazkova et al. 2019).

4. Data and Methods Used at Research

By collecting and processing the real particulars
on tunnel failures and accidents, database of the
sources of the risks, which were the causes of the
tunnels” failures, was created. The list of causes
of failures was compared and supplemented by
findings from research accessible in the scientific
literature. The database (CVUT (2022) contains
data on 965 road and railway tunnel failures and
53 case studies since the beginning of the 19th
century; for reader information for example the
terrorist attacks in the underground railway have
been recorded since 1883. The data were critically
analyzed, tunnel failures were sorted and repre-
sented by the Ishikawa diagram. In cases of suffi-
cient number of qualified data sets, the case stud-
ies were processes and evaluated. For decision-
making on integral risk, the decision support sys-
tem (Prochazkova, Prochazka 2020) is used.

5. Results of Tunnels” Failures Research

A critical analysis of the data in the EU project
materials (EU 2006) and our database (CVUT
2022) shows that, as a rule, a combination of sev-
eral factors is the cause of each transport tunnel
failure. A Fishbone diagram showing the basic
categories of causes of tunnel failure is shown in
Figure 2.

Results of critical analysis of both, the tunnel
failures and the case studies (Prochazkova,
Prochazka 2020), confirmed the conclusions for
complex technical facilities (Prochazkova et al.
2019). They confirmthat the human factor plays
a major role in the occurrence of accidents, both

as the cause of accidents, where its manifestations
have already been demonstrated by work (Reason
1993), as well as the architect of an effective re-
sponse.
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Fig. 2. Sources of risk of tunnel failure on the routes.

The analysis of tunnel failures performed
(Prochazkova, Prochazka 2020) confirmed the
participation of the human factor in more than
80% of tunnel failures. In doing so, three main
causes have emerged. The first cause is human er-
ror, which originates in poor communication and
cooperation. The second cause is a failure or in-
sufficient response of operators and managers to
situations that have the potential to cause tunnel
failure. The third cause is that both managers and
operators take a high risk without being suffi-
ciently aware of its impact.

The tunnel failures analyzed were either
caused by the occurrence of a harmful phenome-
non (disaster) not envisaged in the project or un-
derestimated in size, or by the accumulation of
many small harmful causes, which in themselves
do not have significant harmful potential, in a
short period of time. Their accumulation is the
cause of latent conditions, which can have a long
incubation period, which results from the fact that
large numbers of sources of failure can be based
on systems and will manifest themselves when a
trigger appears in the form of human error. There-
fore, to prevent tunnel failures, it is necessary to
avoid: major risk prevention errors, and also the
occurrence of minor errors, the accumulation of
which in a short period of time is dangerous
(Prochazkova, Prochazka 2020), which is also
confirmed, for example, by (Geysen, 2002,
Prochazkova et al. 2019).

Detail investigations and results of discus-
sions with experts given in (Prochazkova, Pro-
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chazka 2020) show that tunnel failures occur be-
cause: so far, outdated risk assessment methods
are used for tunnels (e.g. tree models) that do not
consider the concurrency of several phenomena;
the operator or owner is mainly focused on per-
formance (i.e. profit) and the public administra-
tion allows it to do so; personnel in contact with
the causes and impacts of risks do not have suffi-
cient competences to implement proactive mea-
sures and operating regulations adapted to current
conditions (normal, abnormal, critical); and tech-
nical decisions are subject to various specific, po-
litical or economic pressures and do not take into
account the specific risks that arise during opera-
tion.

According to research results (Prochazkova,
Prochazka 2020), the basic reasons why tunnel
operators are unwilling to influence risks are also:
lack of awareness of the risks and their impacts on
the tunnel and its surroundings; subjective feel-
ings of the responsible body who does not con-
sider the risk to be up-to-date; the idea that the
risks relate to the distant future; the steps leading
to risk identification and reduction are generally
contrary to the immediate (mostly economic or
political) interests of the operator or owner; and
in most case, a particular competent worker (who
identifies risks symptoms) is not the one who can
directly decide on risk reduction steps.

Improper risk management in tunnels (Pro-
chazkova, Prochazka 2020) is caused by short-
ages that are observed in practice:

e Due to tunnel complexity, tunnel decision-
making processes shall to be multilevel (Zairi
1991), but in practice in organization man-
agement structure responsibilities for activi-
ties and decisions are not often clearly deter-
mined.

e The management considers work with risks
as compliance with standards and regula-
tions, which covers only 68.4 % of possible
conditions  (Prochazkova 2017), which
means that 31.6% of possible conditions they
neglect.

e In-service engineers and its management
have a close understanding of safety; the
technical safety orientation of the equipment
is so prevalent that the technical equipment
does not present a danger during its life cycle.

e There is a lack of cooperation between pro-
fessions — builders, machinists, economists,

chemists, computer science, human re-
sources, etc. — each profession works sepa-
rately, which does not allow to solve interdis-
ciplinary and multidisciplinary problems.

e Many managers believe that everything is
eternal, i.e. they do not consider changes in
technical equipment over time and with a
change in conditions, and thus underestimate
the maintenance, repair, skill and observance
of work regimes that respect physical, chem-
ical and biological laws.

A critical analysis of tunnels” failures listed in
the database (CVUT 2022) has shown that some
causes of failure are often repeated, such as traffic
accidents, inadequate maintenance, poor quality
of repair and modernization. Their common root
cause is the lack of a culture of safety of tunnel
participants, their lack of training and motivation
to target safe work and safe behavior.

6. Measures for Tunnel Safety Management

Based on knowledge and experiences with man-
agement of complex systems with socio-cyber-
physical nature (Prochazkova 2017, Prochazkova
et al. 2019), the tunnel safety management generic
model was establish using the principles of risk-
based design and risk-based operation (Proché-
zkova et al. 2019).

Generic model for tunnel safety management
contains activities to ensure the safety; roles of all
items which are involved in safety; tasks specified
in the safety management system; and items of
risk management process directed to safety and
their order. Its main features are shown in Figures
3 and 4.

For tunnel safety, the operator needs to ensure
three public interest objectives:

e The first objective is to ensure the dependa-
bility of the tunnel and its equipment, since
the item being monitored ensures the services
for which it is created.

e The second objective is to ensure the integral
(systemic) safety of the tunnel, i.e. to protect
the tunnel from disasters of all kinds (both in-
ternal and external, including the human fac-
tor).

e  The third objective is to ensure that even un-
der its critical conditions the tunnel does not
endanger itself and its surroundings, i.e. other
public assets, ie. the systemic nature
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changing over time in different ways must be
considered.
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Fig. 3. Procedure for ensuring the safety of tunnels on
the road; processed according to (EU 2006).

At the owner / operator level, safety manage-
ment requirements are often at odds with their pri-
mary objectives in the short and medium term, as
operators focus primarily on profits. Therefore,
state surveillance must exercise effective and cor-
rect supervision, as it concerns human lives and
health, but also economic prosperity, because
transport infrastructure is the backbone of critical
infrastructure that is necessary for national secu-
rity.

In view of long-term development, i.e. main-
taining the competitiveness over time, a risk man-
agement system aimed at preventing the loss of
profit due to neglecting low frequent high risks
(Prochazkova, Prochéazka 2020) needs to be put in
place in the tunnel management today. With re-
gard to the importance of tunnels, it is, therefore,
the State needs to enforce risk management to fo-
cus on preventing the losses in public assets (the
lives and health of people, property, the environ-
ment, the public good, infrastructure and others),
and therefore, the State needs to put into practice
legislation that imposes consideration of certain
risks and the appropriate settlement of certain
risks.
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Fig. 4. Aspects relevant for the safety of tunnels on the
road; processed according to (EU 2006).

Because the sooner the response to a traffic ac-
cident or tunnel failure or breakdown for another
reason is initiated, the lower the losses, and there-
fore, it is already necessary to create conditions
for response when designing tunnels with high
traffic. For practical use, the tool for integral risk
management towards integral safety in the form
of decision support system is constructed for tun-
nels (Prochazkova, Prochazka 2020). By this tool
it is possible to monitor tunnel conditions and in
time to apply countermeasures.

The concept of tool deems tunnel as a socio-
cyber-technical system. It is considered that the
competences and responsibilities that free up the
necessary resources for risk management and set-
tlement measures and activities for the benefit of
safety depend on the level of the organizational
structure. The highest competences are at the
highest levels, as shown in the work (Procha-
zkova 2017). Therefore, also at this level there are
the greatest responsibilities for managing the risks
of tunnels in favor of safety in the State; and the
principle of liability, which is common in Europe
(Delongu 2016), is considered, which in the pre-
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sent case means that responsibility for tunnel
safety, i.e. for the level of work with risks associ-
ated with a technical facility, lies with both, the
owner and the public administration, which has a
duty of supervision in the public interest. The tool
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decision support system (DSS) was constructed
by using the principles of decision with multiple
objectives (Keeney, Raiffa 1993). The complete
tool is in (Prochazkova, Prochazka 2020); exam-
ple is in Table 1.

for integral risk determination in the form of

Table 1. Selected parts of checklist for integral risk assessment for the tunnel during the operation. DRM - Direc-

torate of Roads and Motorways; RA - Railway Administration.

Criterion

Assessment

Note.

The extent to which the Ministry of Transport understands and implements responsibility
for the integral safety of the tunnel.

The extent to which the Ministry of Transport and the control documents for the opera-
tion of the tunnel consider the impact of disasters that are possible in the territory by us-
ing the All-Hazard-Approach and remedy the deficiencies.

The extent to which DRM/RA and the control documents for the operation of the tunnel
consider the impact of DRM/RA errors in the enforcement of the principles of safety cul-
ture and remedy the deficiencies.

The extent to which the tunnel manager understands and implements responsibility for
tunnel safety.

The extent to which the tunnel manager and the tunnel management documents consider
the impact of tunnel manager errors in the tunnel safety management section and remedy
the deficiencies.

The extent to which the tunnel manager and the tunnel management documents consider
the impact of the tunnel manager's errors in the safety and risk awareness section and im-
plement the correction of deficiencies.

The extent to which the technical management (i.e. management of specific technical
equipment) of the tunnel understands and implements responsibility for the safety of spe-

cific technical equipment of the tunnel.

The assessment of individual criterions in Ta-
ble 1 often assumes that all criteria have the same
weight. Practical examples in (Prochazkova, Pro-
chéazka 2020) show that in many cases some cri-
teria are more important than others, and there-
fore, in practice it is often necessary to assign
them higher weight. The rate of integral risk is de-
termined according to Table 2 (Prochazkova
2017).

Table 2. Value scale for determining the risk rate; N =
five times the number of criteria in Table 1; N = 1305.

Medium — 2
Negligible — 0

25-45%
Low than 5 %

The level of risk Values in % N
Extremely high — 5 More than 95 %
Very high — 4 70 -95 %

High -3 45-70%

The evaluation of real cases according to Ta-
ble 1 needs to be performed by team of specialists
from different fields independently; in practice
(Prochazkova, Prochazka 2020), it comes useful
team consisting of: worker of public administra-
tion responsible for territory safety; worker of
public administration responsible for the develop-
ment of the territory; representative of tunnel
management; representative of the professional
institution for the tunnel safety assessment, for
example from the technical inspection; and rep-
resentative of the Integrated rescue system. The
resulting value is the median for each criterion,
and in cases of great variance of the values in one
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criterion it is necessary, so that the worker of pub-
lic administration responsible for territory safety
may ensure further investigation, on which each
assessor shall communicate the grounds for his /
her review in the present case, and on the basis of
panel discussions or brainstorming session, the fi-
nal risk rate value is determined.

Considering: the ALARP principle as in
works (Ale 2005, Boulder, Slavin, Ragnar 2007,
Delongu 2016, EU 2006); the integrated approach
as in works (Bruce 2003, Levitt, Logcher, Quad-
dumi, 1984); and the assumption that all risk
sources have the same occurrence probability, we
obtain the requirement for tolerable risk measured
by the tunnel maximum annual losses RZTD

RZTD < 0.137, 212

where HTD is the tunnel utility value, ki are result
evaluations of risk sources in Table 1, 7 is the
number of risk sources (in Prochazkova, Procha-
zka 2020, it is 261) and T is the tunnel lifetime in
years. When this condition is not fulfilled, it needs
not the tunnel operation be permitted because the
safety is not sufficient. It means that other risk re-
duction measures should be requested, followed
by a further assessment of the tunnel safety.

According to results (Prochazkova, Prochazka
2020), the DSS should be contained in the tunnel
safety management system (TSMS), so the TSMS
obtain the capability to prevent tunnel failures
caused by risk sources combinations. The other
research results for tunnel safety ensuring show
that tunnel operator must:

®  Monitor the situation and traffic operation in
and around the tunnel using the cameras and
sensors and communication equipment to en-
sure normal operation.

® Have a response ready in the event of tunnel
failure.

® Have an effective warning system and the
ability to quickly and correctly detect any
phenomenon that may lead to the failure of
the tunnel and its function.

e Have facilities for closing the tunnel.

® Have equipment for contact with emergency
services.

® Have equipment for contact with tunnel us-
ers.
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e Have trained personnel to control the tunnel
in possible situations — normal, emergency
and critical.

® Have maintenance plan.

e Have inspection plan — regular inspection of
emergency exits, tunnel anchoring, geotech-
nical monitoring required are necessary.

® A risk management plan.

A risk management plan is particularly im-
portant for the tunnels operated, the model solu-
tion for complex technical facility of which is pre-
sented in the work (Prochazkova et al. 2019); it
must be adapted to real tunnel architecture and
conditions.

7. Conclusion

The article deals with the risks and safety of tun-
nels on roads and railways. It summarizes the re-
quirements and demands on traffic tunnels from
the point of view of safety, especially on its man-
agement. For purposes of the research, a database
of tunnel failures on roads was compiled. Its crit-
ical analysis determines the causes of the risks
that were the cause of the failure (Figure 2). The
database and case studies (CVUT 2022) as well as
the project results (EU 2006) show that when a
tunnel fails, the following occurs: loss of humans’
lives (history shows cases where hundreds of peo-
ple died due to air contamination mostly caused
by CO); damage to the health of humans in the
tunnel and its surroundings; damage to the tunnel
object (walls, ceiling, lining, roadway, rails, tun-
nel equipment); environmental damages around
the tunnel; reduction of transport services; eco-
nomic damage caused by delays in transport and
delivery; and costs the response to traffic acci-
dents and the cost of restoring the tunnel's opera-
bility.

From above given reasons, risks from all pos-
sible causes need to be considered according to
the All-Hazard-Approach (FEMA 1996) devel-
oped for Europe in the FOCUS project (EU 2013).
Particular attention should be paid to the transport
of hazardous substances, i.e. to respect not only
the ADR (UN 2019) and COTIF directives (OTIF
2020), but also the local specificities resulting
from the analysis of local conditions (Procha-
zkova, Prochazka 2020). Due to changes in con-
ditions and technical objects over time, it is nec-
essary to have the right plans for risk manage-
ment, which are based on real conditions and
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possibilities of administrators, supervisors and
other state administration (Prochazkova, Procha-
zka 2020).

Because analysis of tunnel failures showed
that in most cases, failure was caused by combi-
nation of several sources, the procedure for inte-
gral risk determination is proposed and tested in
practice. For creating the tunnel safety, it is com-
piled the generic model for tunnel safety manage-
ment. Its comparison with (PIARC 2021) shows
consensus. This model is included into prepared
national legislation codifying the safety documen-
tation for tunnels. By critical analysis of failure
impact data and response procedures and consid-
ering the risk management principles, they are
proposed measures to improve tunnel safety.
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