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The climate change challenges a variety of aspects in our society. One aspect is the energy production and the
composition of the energy mix. Through the last years the amount of offshore wind farms has increased as well as
the structure of the electricity producing infrastructure has changed from a more centralized (power plant oriented)
to a more regional mode (decentral (offshore) wind farms and solar panels) of production. The vulnerability of
the power-generating infrastructure is also changing. Therefore a quantification of the threat level is necessary.
This paper should evaluate if a Bayesian network as a quantitative risk assessment model can be used to assess
the threat level of an offshore wind farm. Common approaches build a Bayesian network based on a qualitative
risk assessment. The Bayesian network presented in the paper is build based on a Functional Resonance Analysis
Method (FRAM) based process model because a threat is strongly influenced by the scenario under consideration.
The developed approach will be applied to the case study “unauthorized access to an high voltage direct current
converter platform (HVDCC)”.
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1. Introduction shore wind energy will increase in medium term.
In the past, already a few attacks against offshore
platforms took place, like in Nigeria 1998 or Brent
Spa 1995 (Kashubsky 2011). The current safety
and security status of an offshore infrastructure
can be determined using a quantitative risk as-
sessment. This approach is limited when it comes
to man-made mutual threats to offshore infras-
tructures. Therefore paper presents an approach to
build a Bayesian network (BN) based on a FRAM.
Bayesian networks (BNs) have the advantage that
the network structure is represented graphically.
Thus, the causal relationships between the nodes
can be easily captured by the user. Furthermore,
uncertain or incomplete knowledge can be in-
cluded in a BN. If the value of individual prob-
abilities changes during the development or appli-

The adaptation to the climate change poses new
challenges to energy production. The overarching
goal is to minimize the production of greenhouse
gases. Therefore the electricity mix of the indi-
vidual countries needs to be restructured from
a fossil based to a mainly renewable based en-
ergy mix. To support this paradigm change, ac-
cording to the German government, the expan-
sion target of the offshore wind industry for 2030
should be 20 GW, which corresponds to an in-
crease of 260% (as of May 2022). The European
Union announced support measures with a vol-
ume of 800 billion € (Bundeswirtschaftsminister
2016; Internationales Wirtschaftsforum Regener-
ative Energien 2021; Stratmann 2020) . For this
reason it can be expected that the amount of off-
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cation of a BN, they can be updated. In addition,
after initialization it is possible to make abductive
and deductive statements. In contrast to fault trees
or event tree analyses, the number of hypotheses
per subunit is not limited to a binary logic. The
approach is applied to the use case of an unautho-
rized access to an HVDCC as the core part of all
offshore wind farm (OWF).

Section 2 describes the infrastructure “OWF”
including the HVDCC and the connection to the
land side power grid. This is followed by Sec-
tion 3 which defines a fictitious attack scenario
that combines two past attacks in the offshore
industry. In Section 4 the methods FRAM and
BN are introduced. Afterwards in Section 5 the
transformation from a FRAM to a BN is shown
and in Section 6 the approach is tested for a case
study. The closing is a conclusion in Section 7.

2. Offshore wind farm

An OWF consists of multiple wind turbines and
an offshore substation. The offshore energy is
produced by the wind turbines and then forwarded
to the offshore substation through the inner grid.
From the offshore substation the electricity is then
transmitted to an HVDCC. An HVDCC trans-
forms the electricity of multiple offshore wind
farms (OWFs) from alternating current to direct
current and transmits the electricity to the shore.
Onshore, the power is fed into the shore based
power grid through an onshore substation. The
grid between the offshore and onshore substation
is called external grid. (Hau 2014; Robak and
Raczkowski 2018) The HVDCCs play a signif-
icant role because when the HVDCCs stop op-
erating the energy production of multiple OWFs
cannot be submitted to the shore. An HVDCC
consists of a support structure which combines the
foundation of the HVDCC and the substructure.
The substructure carries the topside structure. It
combines the technical equipment like the trans-
former or the cooling system but also supporting
areas like accommodation for the staff members.
The average distance to the shore amounts to
67,44 km. This distance can be overcome either by
helicopter or by ship. For this cases the HVDCC
provides a pier and a helicopter landing deck.
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Fig. 1. Exemplary draft of an OWF (source: Sill Tor-
res et al. 2020)

(Tecklenburg 2021)

3. Selected scenarios

In the last years a few attacks against energy
production as well as storages took place. In one
reported incident, a burglary at an onshore sub-
station led to a blackout (unserort.de 2015; waz
2015). Also in the maritime domain attacks by
climate activists against oil and gas infrastructures
are known. In 1995, Greenpeace activists occu-
pied Brent Spa, an offshore oil storage facility,
to prevent the decommissioning operation of the
facility. In Nigeria in 1998 over 100 unarmed
and peaceful protesters occupied an oil production
platform to highlight environmental and distribu-
tion topics. (Kashubsky 2011) To be capable of
acting in such a situation the operating companies
need to know against what kind of scenarios they
need to prepare and if the scenario poses a threat
to the own process or infrastructure. For this paper
an unauthorized access to an HVDCC should be
assumed.

4. Method

The aim of this paper is to present an approach
that quantifies the probability of occurrence for a
selected threat scenario. The method uses FRAM
and Bayesian networks. In the beginning a threat
scenario is defined and verbally described. This
description is the foundation for a FRAM model.
From the scenario description the functions and
aspects for the FRAM are derived and included in
the FRAM model. The FRAM model allows the
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user to develop a deeper understanding of the sce-
nario. This is possible because a FRAM uses six
aspects (input, time, control, output, precondition
and resource) that describe under which circum-
stances and restrictions any respective function (a
task or activity) can be executed and therefore
guide the user. (Hollnagel 2012) The next step
of the approach is to transfer the FRAM into a
Bayesian network. First the network structure is
defined. Therefore the nodes and edges are de-
rived from the functions and aspects as well as
their relation to each other. Second the probabil-
ities are included in the Bayesian network. The
data sources can be for example databases, liter-
ature information or expert knowledge. (Tecklen-
burg 2021)

4.1. Functional Resonance Analysis
Method

The FRAM is used to develop socio-technical sys-
tems. The challenge of socio-technical systems is
that they are difficult to predict and change before
they are completely described. Therefore FRAM
does not represent physical components instead
the mode of action is shown. There are two main
applications for a FRAM either to analyze an inci-
dent or a task. Depending on the type of analysis
it is often based either on a verbal description or
on a Hierarchical task analysis (HTA). During the
first development stage of a FRAM the functions
and aspects are determined. Thereby the functions
describe one or more activities that needs to be
achieved to reach a specific goal. A function is
depicted as a hexagon. In each corner an aspect
is located. The aspects define under which cir-
cumstances the function can take place. They are
divided into input, output, time, control, resource
or precondition. A short description of the aspects
can be seen in Table 1. The predecessor and suc-
cessor nodes are connected by arrows at input and
output (see Figure 2). (Hollnagel 2012)

4.2. Bayesian network

BNs belong to the quantitative risk assessment
methods. They combine individual risks to an en-
tire risk of the system. The causal relationship is
represented in an directed acyclic graph (DAG).
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Fig. 2. Anexemplary FRAM

Fig. 3.

An exemplary DAG

It consists of nodes and edges. Thereby the nodes
represent the random variables and the edges illus-
trate the causal correlation (c. f. Figure 3). For ex-
ample in Figure 3 the node D depends on the node
A but is independent of node B. Lets consider the
random variables K7,---, K,. The probability
distribution can be determined as in Eq. (1). This
mathematical correlation applies for child nodes
(nodes with predecessor nodes). In this case the
probability depends on the direct parent nodes.
This causal correlation can be quantified by the
use of the Bayes theorem (see “Eq. (2)”). E de-
scribes an event and K is a hypotheses of the
node K. The probability of the events can be
stated like P(K) and P(E). More precise that are
marginal probabilities. P(K |E) is the conditional
probability that the event K occurs under the con-
dition of event E. Root nodes (nodes with no pre-
decessor nodes) requires marginal probabilities.

n

JKy) = HP(Ki\parents(Ki,)) (1)

i=1

P(Ky,...
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Table 1. Description of the aspects used in a FRAM

Abbreviation Aspect Short description

1 Input The input activates or starts the function. It can be either a material, energetic or informative.
T Time This aspect covers time points (such as start and end) or time spans like durations for tasks.
C Control Objects and procedures that monitor or control the function are considered under this aspect.
(6] Output The output determines the result of the function. Often the output of the first function is the
input of the second function.
R Resource Resources are subjects which are necessary or consumed during the execution of the function.
That includes for example materials, energy or information.
P Precondition Requirements that needs to be fulfilled before the function can take place.
wirce: (Hollnagel 2012)
D, D, 5.1. Example for an often used
reparatory method
B, B, B, B, preparatory

Gy |P(G1|D1.By)| P(G1|D1.B)| P(G1|Dy1.By)| P(G1|D1.By)
Gy | P(G2|D1.By) P(G3|Dy1.By)| P(G,|Dy1.By)| P(G2|D1.By)

G; |P(G3|Dy.By)| P(G3|D1.By)| P(G3|D1.B1)| P(G3/D1.B2)

Fig. 4. CPT to the nodes B, D and G

Each node is characterized by a set of hypothe-
ses. The number of hypotheses can be freely se-
lected by the user. They describe the status that
the node can assume. The probability for each
hypothesis of the nodes is summarized in a Con-
ditional Probability Table (CPT). In case of child
nodes, all hypotheses of the parent nodes must
be considered; if there are several parent nodes,
all possible combinations must be listed. If we
consider that the nodes B and D in Figure 3
include two hypotheses and the node G includes
three hypotheses then the CPT would look like
Figure 4.

5. Transformation of FRAM into a BN

This section presents an approach to transfer a
FRAM into a BN. Therefore it is first described
which preparatory method is often used (see Sec-
tion 5.1). Then the development of a BN based on
a fault tree analysis is described (see Section 5.2).
Followed by an approach how to transfer the
FRAM into a BN.

(Bobbio et al. 2001) introduce a method to build a
BN based on a fault tree. The authors show how an
AND, OR and implicit gate in a fault tree can be
presented in a CPT. Several publications refer to
this technique. For example (Khakzad et al. 2013)
build a BN based on a fault tree to evaluate the
risk of offshore drilling operations. Or (Yuan et al.
2015) use the method to determine the risk of a
dust explosion. Fault trees are used to determine
the cause of an event. The main application are
large technical systems which are equipped with
a high number of protection layers and where a
high degree of reliability is required. The different
events are connected by discrete logical operators.
The two main connection possibilities are AND
and OR gates. In case of an AND gate all input
needs to be fulfilled. While for the OR gate only
one of the inputs needs to be fulfilled. (Lees 2005)
Often fault trees have a strong focus on the techni-
cal view of the system. For example the fault tree
of the bow tie diagram (combination of fault tree
and event tree) published by (Yuan et al. 2015)
includes 24 root accidents and 20 intermediate
events. Only one root accident and intermediate
event is related to human behavior . According to
(Smith et al. 2017) the accidents which (partly)
caused by human errors vary depending on the
industry between 75 % and over 90 %. Therefore
the operators should not be excluded from the
safety and security analysis.
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Fig. 5. Construction of the network design (source:
Tecklenburg 2021)

5.2. Development of a BN based on fault
tree analysis

The development of a BN can be subdivided
into four main development steps: construction of
the network design, determination of hypotheses,
integration of probabilities and determination of
related vectors. Before the construction of the
network design takes place a qualitative risk as-
sessment needs to be done. During the qualitative
risk assessment the effects and the causes of the
considered events are determined. During the con-
struction of the network design the events, results
and consequences are used to generate the net-
work structure. Therefore the nodes represent the
events, results and consequences while the edges
illustrate the dependencies. The construction of
the network design is illustrated in Figure 5.

In the second step the definition of the hy-
potheses for each node takes place. For a short
description of the hypotheses see Section 4.2. The
detail degree of the BN is reflected by the number
of hypotheses. Figure 6 shows the determination
of hypotheses.

After the determination of hypotheses the inte-
gration of probabilities follows. Therefore it needs
to be divided between root nodes and child nodes
(see Section 4.2). The data source for the proba-
bilities can be for example literature data, expert
judgement, statistical information/ database ex-
tractions or even reasonable assumptions. Impor-
tant is that the probability distribution is needed
for all previous defined hypotheses (see Figure 7).

During the determination of the related vectors.
The X, 7 and TEE— vectors are associated with

E2
El hypethesis E2,
cthesis hypethesis E2,
hypethesis E1, hypethesis E2;

N/

et CSlS R,
hethe51s R

[ Cl N [ C2 A
hypethesis C1, hypethesis C2,
hypethesis C1, hypethesis C2
hypethesis C15

Fig. 6. Determination of hypotheses (source: Tecklen-
burg 2021)
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Fig. 7. Integration of probabilities (source: Tecklen-

burg 2021)

the root and child nodes. The 7- value describes
the current measure for the causal support of a
hypotheses. The A- value illustrates the current
measure of diagnostic support of a hypothesis
by the child nodes. The BFEL-value shows the
measure of total confidence in a hypothesis in case
that an specific event has been observed. Figure 8
illustrates the determination of the vectors. When
all vectors are assigned the construction of the BN
is completed. (Tecklenburg 2021)

5.3. Construction of a BN based on a
FRAM

In case that the BN should be built based on a
FRAM instead of an qualitative risk assessment.
The procedure is similar to the process which is
described in Section 5.2. The main difference is
that the construction of the network design varies.
First the functions of the FRAM are transferred
into nodes of the BN. Thereby the causal connec-
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Fig. 9. Transformation of the functions

Fig. 10. Transformation of the aspects

tions of the functions are identically included in
the BN (see Figure 9). The next step would be
to include the aspects of the FRAM. They are
also turned into nodes and than connected to the
related node of the function. The maxim should
be to include all aspects in the BN. But it could
also be a decision of the user to leave aspects out
in case that they can not be quantified (see Fig-
ure 10). When the construction of the network is
completed the definition of the hypotheses follows
the number of hypotheses should be as low as pos-
sible to reduce the complexity of the BN. For the
integration of probabilities should be considered
that in case it is not otherwise stated multiple as-
pects to one functions require an AND connection.
The connection between the functions needs to be
determined based on a content connections. It can
be either an AND or OR connection. In the last
step the determination of related vectors follows
as described in Section 5.2 (Tecklenburg 2021)
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6. Case study

The presented approach from Section 5 should be
tested for its applicability. Therefore the scenario
in Section 3 has been chosen. A scenario de-
scription has been developed by a previous thesis
(Mieger 2021). This description is the founda-
tion for the development of the FRAM. In this
way, functions such as “reach platform” or “loud-
speaker announcement: request to leave platform”
could be determined. Also the aspects have been
defined based on the scenario description. For
related aspects to the function “loudspeaker an-
nouncement: request to leave platform” are “in-
tact PAGA connection” and “detection pleasure
boaters in control room”. This functions and as-
pects have been turned into the nodes of the
BN and the causal connection is reflected by
the edges. The BN has been built with the soft-
ware GeNle by BayesFusion see (BayesFusion
2020). During the “determination of hypotheses”
the number of hypotheses per node depends on the
content of the node. The amount of hypotheses
should be as low as reasonable possible. For the
most nodes two hypotheses have been defined.
The maximum number of hypotheses per nodes
amounts to four. The data foundation for the “in-
tegration of probabilities” varies depending on the
nodes. For example probabilities published in the
literature (marked in yellow) and data extractions
from a database or maritime/ geographical maps
(marked in green) have been included. In case
that no suitable data could be found, reasonable
assumptions (marked in red) have been made. The
developed network can be seen in Figure 11. The
proposed approach was tested through the case
study. Based on the target node, a statement can
be made about the current security threat to the
process or infrastructure. In order to be able to
make a reliable statement, a validated Bayesian
network should be used for this purpose.

7. Conclusion

This paper presents an approach to use a BN for
a threat assessment. In contrast to existing ap-
proaches the BN is built based on a FRAM instead
of a qualitative risk assessment method. By using
a FRAM as a preparatory method, it is possible not
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Fig. 11.

only to model the technical system but also to con-
sider the human interaction. Another advantage is
that through the FRAM method, an understanding
of the process can be developed by involving ex-
perts. However, one difficulty is that a FRAM does
not explicitly represent the logical link between
functions. Usually it is apparent from the context,
but the method are no representation before. When
transferred to the BN, the logical linkage is then
represented. A challenge as with any BN is that
a lot of data, especially probabilistic values, are
needed. So far it is only possible to determine
the current state of the threat. The objective of
future research activities should be an assessment
of the baseline for the related infrastructure as
well as a determination of a threshold value which
describe if the infrastructure faces a critical threat
or not. From a method point of view the BN could
be extended to a fuzzy Bayesian network or a
dynamic Bayesian network.
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