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Instrumentation and control (I&C) systems have modernized replacing the hardwired hardware with digital
elements. In the past, numerous hazard analysis techniques have been applied to analyze the safety of DI&C
systems. However, underlying traditional methods normally do not consider a large extent of the unsafe interactions
among system components, human mistakes, and software requirement deficiency. Systems theoretic process
analysis (STPA) is a new hazard analysis technique that provides a potential solution to describe how unintended
outcomes can occur due to inadequate implementation of constraints on the design, development, and operation of
systems. In this paper, we have discussed the STPA-based safety approach to evaluate the safety of the emergency
ventilation systems (EVS) in NPPs. We have considered the control structure and process model to identify the
unsafe control actions (UCAs), including different controllers (human operator/reactor protection system), types of
controls (manual/automatic), and various controlled processes. This approach is implemented on a conceptual EVS
inspired by the Halden safety fan (HSF) design. The STPA based safety approach helps to identify safety constraints
for the EVS that need to be enforced and ensure that they are adequately enforced in the EVS operation. Moreover,
it identifies the process model that the controller needs to provide adequate control and the information required.
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1. Introduction

Instrumentation and control (I&C) systems are
used in nuclear power plants (NPPs) to monitor,
control, and protect plant functions. In this era
where electronic and information technology are
advancing, most of the industrial systems are
transforming to the digital system (Zhang et al.
2020). These digital systems pose a challenge in
terms of safety due to complexity and software
intensive systems (Thomas and Leveson, 2013,
Bao et al. 2019).

In general, NPPs are equipped with number of
emergency or safety ventilation systems. These
emergency ventilation systems (EVSs) are
composed of different elements or sub-systems
such as cooling systems, filtration systems, and
pressure differential systems. In NPPs, EVSs are
mainly used to remove heat in case of an incident
that could result in a temperature increase in the
containment, to reduce the amount of radioactive
materials in exhaust paths by diverting them
through special filters instead of directly venting
them to the environment, to keep the pressure
differential outside of the containment higher that
reduces the likelihood of leaks from the
containment into the reactor and auxiliary
buildings, and to keep emergency equipment cool

when it is in operation. As a result of the
Fukushima nuclear disaster, one of the most
important lessons learned is that a reliable EVS is
crucial to ensure the effective incident
management during severe accidents especially
for smaller volume containments (IAEA, 2017,
Son et al. 2012). After the Three Mile Island
accident in 1979, many NPPs put effort to
improve the capability to prevent and mitigate
core damage accidents, as a result filtered
containment venting systems, and hardened
containment venting systems were installed; for
example, Mark I containment designs at BWR
plants (IAEA, 2017). Therefore, it is important to
ensure the safety of EVSs.

For the safety of DI&C systems of the NPPs,
several safety analysis methods have been used
for safety assurance and risk management
including PHA (Preliminary Hazard Analysis),
HAZOP (Hazard and Operability), and FTA
(Fault Tree Analysis) and FMEA (Failure Mode
and Effect Analysis). However, these methods
have certain limitations when analyzing the
modern complex systems such as they do not
consider the interaction between system
components. This problem was addressed by
creating a new accident causality model called

1561



1562

STAMP (System-Theoretic Accident Model and
Processes) which reframed the safety problem as
a control problem (Thomas and Leveson, 2013,
Bao et al. 2019, Leveson, 2012). The method
considers several factors as potential causes of an
accident, such as component failures, external
disturbances, and unsafe interactions between
system components. Based on STAMP, a new
powerful hazard analysis method, STPA (System
Theoretic Process Analysis), was created
(Leveson and Thomas, 2018) to identify the
safety constraints and required process model.

In the past, STPA has been applied for some
case studies to ensure the safety of different
critical systems of NPPs (Bao et al., 2019, Kim et
al., 2017, Shin et al., 2021, Rowland et al., 2021,
Shin et al., 2021, Zhang et al., 2022). Thomas
and Leveson (2013) introduced the STPA
methods for DI&C systems and discusses its
advantages over the STAMP method. Their study
evaluates the applicability, feasibility, and
relative efficacy of STPA using a generalized
version EPR (Evolutionary Power Reactor), a
type of PWR. Kim et al. (2017) developed a
formal-method-based software development,
verification, and safety analysis environment, i.e.,
Nuclear Development Environment 2.0 (NuDE
2.0) for safety-critical digital I&Cs systems. In
this environment, they have used STPA for the
safety analysis. They performed case studies
considering different phase of KNICS APR-1400
RPS BP (KAERI, 2005). Bao et al. (2019) and
Zhang et al. (2022) developed a risk assessment
process for DI&C upgrades by integrating hazard
analysis, reliability analysis and consequence
analysis. They used STPA method in the hazard
analysis to identify the potential software failures.
However, very little attention has been paid to the
safety assurance for EVS in NPPs.

In this paper, we have discussed the STPA-
based safety approach and implemented to the
EVS, which is inspired from the Halden safety fan
(HSF) design (Gran et al., 2022). HSF consists of
a normal ventilation system for operation and an
EVS for unwanted situations such as e.g.,
containment leaks and radioactive spills. This
safety method has been implemented
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systematically in four steps: defining purpose of
analysis, control structure modelling, identifying
the unsafe control structure, and the loss scenario.
The control structure and process are modelled
considering different controllers (human operator
and reactor protection system), types of controls
(manual and automatic) and controlled processes
and used to identify the unsafe control actions
(UCAs). This approach is found very useful to
identify safety constraints for the EVS that need
to be enforced.

The rest of the paper is organized as follows:
the basic information and design of EVS is
discussed in Section 2. In Section 3, we have
discussed the STPA approach, implementation
details on EVS, results and discussion. In Section
4, we presented the conclusion.

2. Emergency Ventilation System in NPPs

In NPPs, ventilation plays a crucial role in
incident management during severe accidents to
ensure the plant safety. A nuclear ventilation
system removes or reduces the release of
radioactivity into the environment that helps to
and maintains a clean and safe environment. It
also controls the containment pressure. In the
event of an accident, ventilation system helps to
remove heat from the containment and scrub
radioactivity from the air (Lee et al., 1998). There
are two components of a ventilation system in the
research reactor building: inlet ventilation and
outlet ventilation. The main elements of the
emergency ventilation system include fan,
cooling system, filter system, pressure differential
system, ducts, and control systems (Geue, 1973).
Among the elements of a ventilation system, the
fan is the primary mover, therefore considers as a
heart of the ventilation system. A fan routes air to
the ventilation system and maintain pressure of
the facility (Cadwallader, 199). The cooling
system helps to remove the heat from the
containment if an incident would cause the
temperature to reach dangerous levels. The
cooling system also helps to cool the operational
emergency equipment.
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Figure 1. Example of a basic ventilation system

A pressure difference system maintains high
pressure differentials outside the containment in
order to prevent leakage from the containment to
the reactor or auxiliary building. Emergency
ventilation system equipped with other
components such as heating system, valves,
sensors and so on. An example of a basic
ventilation system is presented in Figure 1.

In NPPs, the general ventilation system works
in the normal situation. In case of emergency, the
EVS works since it has greater capacity than the
normal ventilation system. The EVS mainly has
three states, on, stand-by, and off. In situation of
an accident, the reactor protection system (RPS)
sends signals to the EVS through an automatic
action to activate it. The EVS system can also be
activated manually by human operator through
human machine interface (HMI). In the accident
situation, when RPS fails to active the EVS, it
must be activated manually by the human
operator.

3. STPA based Safety Assessment Approach

There are several accident causation models in
risk management that have been developed over
the years. STPA is a relatively new technique
developed by Dr. Nancy Leveson (2002) based on
a new model of accident causation for hazard
analysis that considers unsafe interaction of
system components in addition to the component
failures. Unsafe interaction between the system
components can result into the system failure
even if none of the components are failed. The
STPA method is based on STAMP, which
incorporates three basic elements: constraints,
hierarchical control levels, and process loops.
This model studies the dynamic control problem
that help to enforce the system safety constraints.

Purpose of
Analysis

Control
Structure
Modelling

Unsafe Control
Structure

Loss Scenario

Figure 2. STPA process

In this section we have discussed each step of
STPA process and implemented it to the EVS. In
this case study, we have considered the situation
where the RPS fails to generate the automatic
signal and manual action from the human operator
is needed to start EVS.

3.1. STPA process

The STPA has mainly four basic steps (Figure 2)
as follows:

3.1.1. Purpose of analysis

According to the STPA handbook (Leveson and
Thomas, 2018), the first step of STPA is defining
the purpose of analysis, that is divided into four
parts: identifying losses, system-levels hazards,
system-levels constraints, and one optional part,
refining hazards.

The purpose of this analysis is to analyze the
situation where RPS fails to generate the
automatic signal and manual signal from the
human operator is needed. This case study is
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limited to the manual control action to the EVS
and the harm to the environment, i.e., radioactive
release to the environment. The detailed
discussion of each step of the purpose of analysis
is given as follows:

a. Losses:

The main purpose of performing STPA is to
study how to prevent the losses. In NPPs, losses
related to the emergency ventilation system may
include environmental pollution due to
radioactive leak or spill to the environment, the
loss of human life or human injury due to leaks
from the containment to the reactor and auxiliary
buildings, loss of property such as safety
equipment damages due to high temperature and
humidity safety equipment, loss of reputation and
loss of mission. However, this case study is
limited to the environmental loss and loss of
human life or injury. Therefore, we have
considered the following losses:

[L-1] Environmental loss due to release of
radioactive material to the atmosphere.
[L-2] Loss of human life and/or human injury

b. System-level Hazards

According to the STPA handbook (Leveson,
2018), a hazard is a set of conditions or system
states that, when combined with a particular set of
worst-case environmental conditions, will cause a
loss. In case of an accident, normal ventilation
system may fail to filter air properly which may
release the radioactive material to the nearby
atmosphere, that can lead the environmental harm
and loss of life. Therefore, EVS should function
properly in case of an accident to avoid the losses.
The system states or conditions that lead to the
above defined loss can be

[H-1] RPS fails to generate the automatic signal
to EVS

[H-2] Failure of manual trip signal to EVS
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c. System-level Constraints

The system-level constraint describes the
conditions and behaviours to be satisfied to
prevent hazards (Leveson and Thomas, 2018). A
constraint can also specify how losses must be
minimized in the event of hazards. The system
level constraints correspond to the above system
level hazards are as follows:

[H-1] RPS fails to generate the automatic signal
to EVS

SC-1: If RPS fails to generate the automatic
signal to EVS, then manual signal must be sent to
active it.

[H-2] Failure of manual signal to EVS

SC-2: In case of failure of manual signal to EVS,
plant must be shut down immediately.

3.1.2. Control Structure Modelling

In this step, control structure of the EVS is
modelled. A control structure mainly contains
controllers, control actions, feedback, and
controlled processes. In case of EVS, RPS and
human operators are the main controllers that
control EVS (controlled process) by generating
automatic or manual trip (control actions) to
activate EVS. RPS receives the feedback from the
containment regarding the current state and
generate automatic signal to the EVS. RPS also
receives the current state of the EVS and send the
relevant alarm to the human operator. Based on
the situation, human operator sends manual signal
to EVS through the HMI.  The basic control
structure of the EVS is given in Figure 3. In this
case study we have not considered the redundancy
in the design, however, in the real case, it is
essential to have redundancy in safety systems so
they can achieve high reliability.

3.1.3.  Identify Unsafe Control Actions

After modelling the control structure, the next
step is to identify UCAs that can lead to the
system hazards. The following are four ways in
which a control action can be unsafe:
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Figure 3. The control structure of the basic EVS.

Table 1. Combination of the potential events including EVS state and action required.

Events RPS Safety EVS State Manual Action EVS
Alarm Measurement (Before action) Required State
Event 1 No Normal Stand-by No Stand-by
Event 2 No Abnormal Stand-by Yes ON
Event 3 Alarm Normal ON Yes Stand-by
Event 4 Alarm Normal Stand-by No Stand-by
Event 5 Alarm Abnormal ON No ON
Event 6 Alarm Abnormal Stand-by Yes ON

1. A hazard occurs if the control action is not
provided.

2. A hazard occurs if the control action is
provided.

3. A hazard occurs if the control action is
provided too early, too late, or in the
wrong order.

4. A hazard occurs if the control action lasts too
long or is stopped too soon. It applies to
continuous control actions rather than
discrete ones.

The case study focuses on three types of UCAs
(action provided, action not provided, and action
provided too late) because they pose major safety
concerns. A UCA generally includes five parts:
source, type, control action, context, and link to
hazards. In the case of EVS, the source is human

operator, types of the actions are discussed above,
and control actions are the automatic signal by
RPS and manual signal by the human operator.
The context can be defined based on status of RPS
alarm, safety measurement values, and EVS
current state as given in the Table 1.

As, we can see in the above table, there can be
different events with the combination of RPS
alarm, safety measurement, EVS states, and
manual signal requirements. However, all of them
are not hazardous, for example, event 1 is the
normal scenario where RPS is working properly
and manual trip is not required; in case of events
3, RPS generating false alarm and activating the
EVS, however, in event 4 RPS only generating
false alarm and not activating the EVS. These
events are not associated with any accidents, so
they will not pose the defined loss. However,
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events 2, 5 and 6 are related to the hazards H-1
and H-2. Therefore, UCA will be linked to the
event 2, 5 and 6, as follows:

UCA-1: RPS does not generate automatic trip to
turn EVS from stand-by to on mode when events
2 occurs [L-1, L-2].

UCA-2: RPS does not generate automatic trip to
turn EVS from stand-by to on mode when events
6 occurs [L-1, L-2].

UCA-3: Human operator does not generate
signal manually to turn EVS from Stand-by to
ON mode when event 2 occurs [L-1, L-2].
UCA-4: Human operator does not generate
signal manually to turn EVS from Stand-by to
ON mode when event 6 occurs [L-1, L-2].
UCA-5: Human operator generate manual trip
too late to turn EVS from Stand-by to ON mode
when events 2 occurs [L-1, L-2].

UCA-6: Human operator generate manual trip
too late to turn EVS from Stand-by to ON mode
when events 6 occurs [L-1, L-2].

UCA-7: Human operator generates signal
manually to turn EVS from ON to Stand-by mode
when event 5 occurs [L1, L2].

3.1.4. Identifying the loss scenario

This is the last step of the basic STPA process.
There are two ways to identify the loss scenarios:
first is to find the reason of UCAs and the reason
behind the control actions that are improperly
executed or not executed.

The problem or failure of the control systems,
RPS, HMI and PLC can prevent the automatic
signal to the EVS and may give wrong
information to the human operator. The potential
problem can be identified by reviewing the
control structure. The problem in one or
combination of the components may prevent
signal to reach to the EVS. For example, in case
of UCA 1 and 2, there can be problem with the
interface sending wrong reading to the RPS or
problem with the RPS itself due to that RPS is not
sending automatic signal to activate EVS. On the
other hand, in UCA 6 there can be possibility that
RPS is received the right signal, sent alarm and
also generated the automatic signal but could not
reach to the EVS due to problem in one
component of combination of components in
between RPS and EVS, for example PLC.
Inadequate control algorithm can also be one of
the reasons that leads to these UCAs. In case of
UCA 3, RPS received wrong information from
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the interfaces and activated the signal, however in
case of UCA 4, it is not activating the signal. The
reason behind these two events can also be the
combination of the reasons for UCA 1, 2 and 6.

In case of UCA 3, and 4 human operators does
not generate the manual signal to active the EVS
during the events 2 and 6. The human operator can
make mistake due to variety of factors, improper
training, poor communication, fatigue, stress, and
distractions. The human operator may not have
necessary skills and training to perform the
complex operation in case of an emergency. It is
also due to the overconfidence of the operator
who overlooks routine tasks and essential
measurements. It can be the same reason when
human operator generating late manual signal as
discussed in UCA 5 and 6. There may be another
reason that due to the faulty equipment the
manual signal is delayed. On the other hand, UCA
7 is the different case where human operator turn
EVS from ON to Stand-by mode in the case of
emergency. This action can be deliberate or
unintentional. Human operator can make
mistakes due to several reasons as discussed
above. However, the deliberate action does not
constitute human error and proper investigation
should be made and appropriate disciplinary
measures should be taken.

Therefore, to avoid the risk identified from the
STPA process, necessary actions should be taken
based on the above scenarios and UCAs to avoid
losses, for instance, identifying mitigations,
additional requirements, reviewing the design,
defining new test cases, managing operator stress
and work, providing education and training,
reviewing profiles, etc._In the event where RPS
fails to generate automatic signals (UCA-1 & 2),
inadequate  design  processes,  unrealistic
assumptions during development, inadequate
control algorithms, or unreliable
software/hardware can be some of the most
common reasons for this failure. Therefore, it is
necessary to review the control structure, identify
the problem and take necessary action. In the
events, where human operator does not generate
the manual signal when it is needed (UCA-3 & 4)
or generated it too late (UCA-5 & 6), and in the
event human operator switched the EVS from ON
to Stand-by mode (UCA-7). Therefore, it is
needed to have human operator with necessary
skills and provide proper training in various
environment and conditions, also the identified
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the reason behind the stress, fatigue and
distraction with proper investigation and take
necessary actions.

4. Conclusion

There are many techniques for analyzing the
hazards of DI&C systems in NPPs. However,
these traditional techniques have limited
considerations for the unsafe interactions among
system components, human error, software
requirement error. STPA that is relatively a new
hazard analysis technique, overcomes these
limitations and provides a solution to describe
how unintended outcomes can occur due to
inadequate implementation of constraints on the
design, development, and operation of systems.
In this paper, we have implemented the STPA on
EVS that is inspired by the HSF to analyze the
safety of the EVS in NPPs. We have modelled
the control structure considering the different
controllers, types of controls and controlled
processes. In this case study, we have considered
the situation where the RPS fails to generate the
automatic signal to activate EVS and manual
signal from the human operator is needed. This
case study is limited to the environmental loss and
loss of human life or injury. The results from the
STPA, provide the valuable inputs to the safety
assurance of the HSF that was missing from the
current system specification, since it considers all
potential casual factors such as software and
human operator, unsafe interactions among
system components, human error, software
requirement error considering software unlike the
traditional methods. The next step of the project
is to conduct a detailed STPA on HSF by
considering different components, multiple
controllers, controlled processes, and control
actions and results and based on the results the
assumptions and specification documents of HSF
will be reviewed and necessary changes will be
made.
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