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The shipping industry increasingly relies on Information Technology (IT) and Operational Technology (OT),
which undoubtedly improve operations but also jeopardize vessel safety and security. Risks may arise from
vulnerabilities in the design, operation, integration, connection and maintenance of these systems, that external or
internal threat agents could exploit. This paper presents a cyber-risk assessment model utilizing Bayesian
Networks (BN) for real-time crisis classification of cyber security incidents attributed to detected vulnerabilities in
the IT and OT systems on passenger ships. The model is part of a crisis classification module under development
for the EU-funded project ISOLA, which visions an intelligent security superintendence ecosystem to enhance the
existing ship security processes and the protective measures applied onboard passenger ships. ISOLA’s services
provide functions for continuous surveillance, including cyber security functions. The BN model receives specific
IT and OT vulnerability data generated by a specialized ISOLA service and employs Bayesian probabilistic
techniques to evaluate any identified vulnerability. The model performs real-time crisis classification of the cyber
security-related incident, utilizing a six-level ascending scale for crisis taxonomy and generates relevant warnings
to alert the crew and facilitate early detection of potential or actual safety- and security-threatening occurrences.
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1. Introduction business disruption, financial loss, damage to
property, environment and reputation, incident
response costs, fines and legal issues (Tam, et
al., 2016). The repercussions of cyber-attacks on
vessels are far-reaching and complex because of
their outcomes that could extend from gaining
unauthorized access to commercially sensitive or
confidential information (such as passengers
and/or cargo data) to supporting other forms of
crime (e.g., piracy, theft, fraud, etc.) (BIMCO,
2021). In this regard, shipping companies
continue to work on improving the
understanding of cyber security challenges and
enhancing cyber risk management.

The maritime industry can be proactive in
identifying and preventing emerging risks from
cyber-attacks by establishing countermeasures

The maritime sector is witnessing a constant
growth in digitalization and automation. This
trend has resulted in a rapid increase in
technological dependency and cyber domain
presence across the world fleet. Although digital
integration streamlines the ship and ship-to-shore
operations, it also exposes the maritime supply
chain parties to a higher level of cyber threats; as
a matter of fact, the proper operation of the four
(4) largest container shipping companies has
been compromised by cyber incidents during the
last six years (Heering, et al., 2021).

Overall, maritime cyber-attacks exploit
existing cyber vulnerabilities to  target
companies’ or ships’ systems and data. The
implications of these remote threats may include
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such as implementing cyber security policies and
procedures, raising awareness on cyber security
by providing appropriate training to crew
members, constant monitoring and testing of
systems, applying network segmentation and
isolation of critical systems, and, conducting
cyber-risk assessments on a regular basis.

This paper describes a smart real-time risk
assessment and crisis classification tool utilizing
a Bayesian Network (BN) for the evaluation of
cyber security incidents related to the
identification of cyber vulnerabilities in the
ship’s IT and OT systems and networks. The tool
is under development for the EU-funded
research project ISOLA. The main objective of
the project is the creation, integration,
demonstration, and validation of a systematic
and automated ship security ecosystem that will
enhance the existing ship security framework
and protective measures by introducing
innovative technologies for real-time sensing,
data collection, monitoring, data fusion and
analysis, alarming and reporting during security
incidents. Among other functions, the ISOLA
ecosystem aims to support the situational
awareness of the crew members (i.e., Master,
Ship Security Officer (SSO), and crew members
contributing to security on board) by
implementing continuous security monitoring
and providing early, external and internal,
security threat detection/warning, and facilitate
their decision-making process during time-
sensitive and stressful circumstances.

Section 2 presents concisely various studies that
utilized BNs to model cyber security incidents.
In Section 3, the methodology applied for the
development of the proposed BN model, is
briefly described. Section 4 presents the key
parameters identified as critical for cyber
security incidents and included in the model,
followed by the analysis of the BN model in
Section 5 through the description of the main
factors and nodes. Then, indicative case studies
are presented as a means of validating the BN’s
functionality. The paper concludes with insights
regarding the proposed cyber security BN model
as well as the future research that remains to be
performed towards the finalization of the model.

2. Background

In an effort to ensure the safety and security of
the vessels, passengers and crew members,
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guidelines and practices have been published to
provide a structured framework for assessing and
managing cyber risks in the maritime industry
(IMO, 2022; Barrett, 2018, BIMCO, 2021,
IACS, 2022; DNV-GL, 2016). Various studies
have examined the use of BN models as a key
tool for the security administration implemented
in an enterprise network. BN techniques have
been integrated into intrusion detection systems
(Bringas, 2007), (Kruegel, et al., 2003) (Valdes
& Skinner, 2000) or used as part of a holistic
analysis framework that uses the outputs from
intrusion detectors (Xie, et al., 2010). Some
studies have centered on the pre-deployment
planning phase, relying on the security metrics
generated by the BN models to reflect the
inherent risks in a network (Frigault & Wang,
2008), (Frigault, et al., 2008). While another
study has formulated a BN model to address the
problem of real-time situation awareness (Xie, et
al., 2010). In all these studies, BN models have
proven to be an effective approach to network
security management.

Quantifying the relevant security risk and
appropriately normalizing it afterwards will
enhance the vigilance and situational awareness
of the crew members associated with critical
cyber security threats. To that end, the
establishment of a suitable taxonomy of the
crisis level and a corresponding classification
scheme are considered important. The crisis
classification can also be linked directly to a
relevant action code and appropriate security
measures developed to protect the assets, such as
the ship, persons on board and the cargo. Such
an approach enables to clearly illustrate the
estimated risk level, thus supporting effective
decision-making and response to cyber security
threats. The criticality of a security incident or
threat can be determined based on the level of
the associated risk, which can be measured on an
ascending scale. There are several crisis
taxonomy systems available that assess the level
of security risk and adjust the corresponding
security measures accordingly. For example, the
International Ship and Port Facility Security
(ISPS) Code employs a three-level scale to
qualify the degree of risk that a security incident
will be attempted or will occur, while the Cyber
security and Infrastructure Security Agency
(CISA) uses a six-level scale to evaluate the
cyber security incident risk on a national level. It
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is noted that a BN model for crisis classification
during piracy or armed robbery incidents on
passenger ships developed for the ISOLA project
employs a six-level crisis classification scheme
(Ventikos, et al., 2022).

3. Methodology

Bayesian network techniques have been applied
to intrusion detection systems. The current BN
application relies on the knowledge generated by
the threat recognition sensor system and
provides crisis classification for the detected
security events. Although the construction of a
BN model for practical security analysis is not
trivial (e.g., lack of data in the cyber security
domain and overreliance on experts may produce
subjective results) BN modelling is still
considered a powerful tool that applies to real-
time security analysis (Peng Xie, et al., 2010).
Fig. 1 presents a functional diagram of the
methodology utilized to develop the model.

In general, the first phase of the methodology
included the analysis of the various aspects of
cyber security management. The key parameters
affecting the level of cyber-related risks (e.g.
types of software vulnerabilities, vulnerability
severity) were identified through a pragmatic
approach considering the available cyber
security incident datasets (e.g., National
Vulnerability Database (NIST)) and literature
review.

The second phase was dedicated to the
development of the BN model, whereas the
primary variables were selected as parent nodes
while the secondary as child nodes. The
probabilistic relationships between the nodes
were established and each node was associated
with a CPT. The computed CPTs obtained
discrete likelihood values related to individual

conditions. The values were assigned in
accordance  with expert support during
interviews.

In the third phase, the initial version of the
model was validated by testing several use-case
scenarios. The use-case scenarios were obtained
by interviewing experts, who derived from the
maritime security sector and are employed in the
operational and IT domain. The experts
supported the scenario-based validation by
suggesting specific cyber security case studies
corresponding to known crisis levels from the
beginning. For each scenario referring to the

identification of a  vulnerability in a
system/network for a given ship condition, an
assessment of the potential cyber threat and
incident classification was performed and
compared to the expert elicitation. To conclude
the last phase, the model was consolidated
according to the comments provided during the
validation.

Operational analysis & parameter
identification
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Fig. 1. Schematic representation of the methodology
applied for the development of the BN model.

4. Identification of Parameters

A BN model has been developed for the crisis
classification of cyber security incidents related
to cyber vulnerabilities onboard passenger ships.
The model integrates several parameters,
including the type and the severity of the
identified cyber vulnerability, the system or
network on which the vulnerability has been
identified, as well as the condition of the ship
during the vulnerability assessment process. It
should be noted that BN in risk assessment
provides a flexible framework and scalability in
modelling, which can address parameters by
adding nodes that can integrate both quantitative
and qualitative datasets and incorporate
individual-level or aggregate data, expert
opinion, and evidence synthesized from the
literature (Kabir & Papadopoulos, 2019).

As a pre-requisite action for the model’s
activation, a vulnerability scanner provides
automated input to the system, containing the
results related to the existing weaknesses in the
ship’s IT and OT infrastructure. Depending on
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the capabilities of the identification process,
vulnerabilities could vary in accordance with the
type of the scanned system/network. Recent
studies (Meland, et al., 2021; Akpan, et al.,
2022), as well as industry guidance for cyber risk
management (BIMCO, 2021), provide insight
into the common vulnerabilities onboard ships.
The developed model categorizes the possible
vulnerabilities by types, including network,
endpoint, and application/data, based on a
layered cyber security framework (McCallam,
2012). This approach provides flexibility to use
the model in conjunction with various
vulnerability scanners. Depending on the
identification capabilities of the utilized scanner,
the model is adaptable to different vulnerabilities
assigned to the appropriate types.

Another important parameter is the time

required for the scanning process. Depending on
the size and complexity of the networks, the
duration for the identification may vary. A
passenger ship has extensive public and
enterprise networks with various systems and
characteristics, different from other ship types.
With digitalization and automation increasing in
the maritime industry, the passenger ship has
evolved into a modern multidomain platform
(Laso, et al., 2022), combining both IT and OT
systems (Kessler, et al., 2018). For this study, the
ship’s technology is a combination of these
systems. The model can assess in real-time the
threat and crisis classification level based on the
vulnerabilities data extracted from the scanner
and entered as input into the model.
The developed model also takes into
consideration the condition of the ship. During
the vulnerability scanning process, the ship has a
specific navigational status (underway, docked,
etc.), and may encounter static and dynamic
obstacles in the area. In addition, a critical ship
operation, such as preparing for departure, may
be in progress or about to commence. An
identified vulnerability, if exploited by a threat
agent, could have an adverse impact on the
ship’s condition leading to, for example, the loss
of propulsion during the docking process or a
delay in the departure operation.

5. Development of the Bayesian Model

A BN is a probabilistic model that utilizes Bayes'
theorem to capture knowledge about an
uncertain domain. The structure of a BN is
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represented by a directed acyclic graph
containing nodes and arcs, where nodes
correspond to variables and arcs illustrate the
dependencies among them. The dependencies are
defined by assigning marginal and conditional
probabilities to the nodes. The joint probability
of a set of random variables X = {X;, Xa, ..., Xu}
can be calculated as the multiplication of
probabilities of the parent nodes, denoted as
P(X) = P(Xi, Xz, ..., Xn), as shown in Eq.(1)
(Pearl, et al., 2003):

Pe) = | [P(xilpacxd) (M)
i=1

The presented BN model comprises 5 parent
and 3 child nodes, as shown in . The parent
nodes represent the model’s inputs. The child
nodes are derived from the parent nodes, and
their interaction is determined by appropriate
CPTs. The required data is dynamically fed into
the parent nodes through the ISOLA system.
Subsequently, a real-time threat assessment is
performed, and the probability of the potential
cyber threat is calculated on the model’s final
node. The nodes and their states were evaluated
by interviewing five (5) maritime professionals
(company security officer, Master, cyber security
officer, maritime security trainer, and cyber
security consultant) with diverse backgrounds
covering both shipboard operations and cyber
security. The probability assignment for the
states was determined based on the average
value of the experts’ suggestions, which reached
a consensus in general. The nodes of the BN
model are described below.

O System/Network category

) PIT

:O Critical operations letor 1

[Ne MoT

Yes : o Ics & -
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~

Fig. 2. The developed BN model.

5.1. Ship condition



Proceedings of the 33rd European Safety and Reliability Conference (ESREL 2023)

The level of threat for the safety and security of a
ship derived from the identification of one or
more cyber security  vulnerabilities s
significantly influenced by the ship condition.
The most important factors of ship condition
considered in the BN model are the ship status
and the criticality of the ongoing operation.

5.1.1. Ship status

The navigational activity of the ship can be
endangered by an occurring cyber security event.
Depending on the incident, the level of cyber
risk can be directly related to the ship status. For
example, a cyber-attack may pose a higher risk
to the safety of a sailing vessel compared to a
vessel moored at a pier. In this regard, the ship
status node enables the correlation between the
navigational activity of the ship, which can be
provided automatically by e.g. the ship’s
Automatic Identification System (AIS), and the
possibility of the detected vulnerability being
exploited to jeopardize the safety of the vessel.
The ship status node enables the model to assign
a limited value when the ship is docked or
anchored, and a high value when the ship is
underway.

5.1.2. Critical operations

The crew onboard continuously assess
operational risks and apply adequate procedures,
as well as risk control measures to safeguard
routine and critical shipboard operations for the
safety and security of the vessel, including
actions that ensure the fully operation of the
necessary systems (navigational, surveillance,
and industrial ones). If a cyber vulnerability is
detected in a critical system for example during
docking operations in a port or while the ship is
sailing in close proximity with other vessels or
during the departure preparation operations, the
level of awareness regarding the potential cyber
threat should be heightened, as a potential cyber
incident could put at risk the safety of the vessel,
the persons onboard as well as the protection of
the environment, by causing significant damage
and losses. Taking into consideration all the
above factors, the node ‘Critical operations’ is
examining the cyber security incident in
conjunction with the following circumstances:

e The ship has a Closest Point of Approach
(CPA) of less than 1 nautical mile (nm) with

another ship, obstacle, navigational warning
item, or coast.

e The crew performs pre-arrival checks of
systems before the ship reaches a port or
during the anchorage preparation procedures.

e The crew performs pre-departure checks of
systems while the ship is docked in the port,
during the departure preparation operations.

5.2. System/Network category

The various system types are organized in the
model by network categories, according to their
functionality. In the case of passenger ships, it is
crucial to segregate different networks for safety
and security reasons. The onboard networks
generally include a large public network (Public
IT - PIT) for communication and entertainment,
an enterprise network (Enterprise IT/OT/IOT-
EIOT) that supports crew and hotel personnel, a
maritime OT (MOT) network that comprises
navigational, communication and maritime
surveillance sensors/actuators linked to the
bridge, and an Industrial Control Systems (ICS)
network that incorporates ship industrial
equipment, sensors/actuators and interfaces with
human-machine interfaces and/or management
systems. Fig. 3 illustrates the classification of
systems based on their respective network types
that was utilized in the model. However,
depending on the ship-specific IT/OT
infrastructure and the vulnerability scanner’s
coverage, additional categories (i.e., states) can
be included in the node.

Entertainment N | Passenger facing public
MetworkiSystems netwarks

pusic IT [ Administrative and Crew

Access control Sysems |- Weifare systems

Safety and Security Netwarks
- . nger facing public network
& CCTV: Passenger facing public networks

fe CCTV)
- Enterprise IT/0T/10T [

Passenger servicing and |,

Management Systems | Ship's Administrative Network

Maritime OT

Voyage Data Recarder

Industrial Control Systems.

management

and Power control Systems Gther SCADA systers anboard

Fig. 3. The classification of ship systems into network
categories.

5.3. Vulnerability severity
The vulnerability severity indicates the criticality
of the identified vulnerability and is determined
by the type of vulnerability and its relevant
score, which is a numerical representation of the
significance of the finding.

2359



2360

5.3.1. Vulnerability type

The ISOLA project employs the Dynamic
Vulnerability Assessment and Testing Service
(DVATY), a digital tool performing vulnerability
scanning of the ship’s IT and OT assets and
prioritization of the determined weaknesses. Any
identified vulnerability during the assessment
process becomes an input for the BN model. To
improve the efficiency of the model, the
identified vulnerabilities are classified into three
main vulnerability types based on the concept of
a layered cyber security framework (McCallam,
2012) as follows:

e Type 1: Network security (New Asset
Identified, Open and exposed network
identified).

e Type 2: Endpoint security (Unpatched
Operating System (OS)).

e Type 3: Application Security (Weak
cipher/No encryption).

This node 1is scalable in terms of the

vulnerability types that can be introduced as the
node’s states.

5.3.2 Vulnerability score

The DVATS assigns a vulnerability score (i.e.,
DVSS score) to the identified vulnerability. The
score is a severity measure for the finding and
enables the comparison between vulnerabilities
and their prioritization in terms of remedial
actions. The higher the score, the higher the
associated cyber security risk is. In this paper,
the DVSS score follows the CVSS qualitative
rating (Singh & Joshi, 2016) in Table 1.

Table 1. Qualitative severity rating scale based on
DVSS Score.

DVSS Score  Qualitative Rating
0.0 None

0.1-3.9 Low

4.0-6.9 Medium

7.0-8.9 High

9.0-10.0 Critical

5.4. Cyber threat

The BN model produces a probability estimation
regarding the presence or absence of a cyber
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threat. A six-level scale is employed to indicate
the severity of the cyber security incident, with
the Crisis Level (CL) aligned with the threat
probability as presented in Table 2.

Table 2. Threat and CL correlation.

Threat CL Indicative code of action

0-20% 1 Very low Situation: Calm/predictable

Concern level: Routine

Operations: Normal

Measures: Current measures

apply

Situation: Normally

calm/predictable

Concern level: Enhanced

Operations: Normal

Measures: Enhanced as

required

3 Medium Situation:
Dangerous/predictable
Concern level: Significant

20-40% 2 Low

40-60%

Operations: Security
Management Team and
Master’s decision

Measures: Significant measures
implemented

Situation:
Dangerous/unpredictable
Concern level: Considerable

60-80% 4 High

Operations: Security
Management Team and
Master’s decision
Measures: Urgent, very specific
and robust measures
implemented

5 Very Situation: Extremely

high dangerous/unpredictable
Concern level: Extreme

80-90%

Operations: Security
Management Team and
Master’s decision

Measures: Immediate extreme
measures implemented
Situation: Extremely
dangerous/unpredictable
Concern level: Extreme

90-100% 6 Extreme

Operations: Security
Management Team and
Master’s decision

Measures: Exceptional and
immediate extreme measures
implemented.
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Additionally, for every CL, a generic action code
is proposed, with the relevant measures adjusted
according to the crisis level. Consequently, a
correlation is established between the escalation
of the crisis level and the corresponding
elevation of the level of vigilance and preventing
actions, which can serve as a basis for a Decision
Support System (DSS).

6. Indicative Case Studies

This section presents the application of the
developed BN model to assess the CL of a few
indicative case studies. The objective is to
demonstrate the functionality and sensitivity of
the model under different scenarios. It should be
noted that during the interviewing sessions, the
experts’ evaluation relied on their conceptual and
empirical capability to determine the specific
scenario’s crisis level a priori. Therefore, they
were able to assess and validate the credibility of
the outcomes derived from the BN model.

6.1. Case study 1

The passenger ship is docked in a port. During a
routine scanning of the ship’s IT and OT systems
and networks, DVATS identifies a Type 2
vulnerability, with a high DVSS score in a ship’s
administrative network, 1i.e., an Enterprise
IT/OT/IOT category network. Based on these
data, the output of the BN model is a cyber threat
probability of 51%, which classifies the scenario
as a Crisis Level 3 incident.

6.2 Case study 2

The ship sails in the open sea. Whilst DVATS
executes a routine scan, it indicates a Type 1
vulnerability, with a Critical vulnerability score,
in an integrated navigation bridge system
(Maritime OT system). The BN model calculates
a threat probability of 78%, corresponding to a
Crisis Level 4 cyber incident. In case the ship
was performing critical maneuvers e.g.,
navigating inside a straight, for the same
vulnerability identified, the resulting cyber threat
probability is 83%, which escalates the Crisis
Level to 5.

6.3 Case study 3

While the vessel is performing critical
maneuvering in an area with dense marine
traffic, DVATS identifies a Type 1 vulnerability

in an Industrial Control System (e.g., a main
engine control system). The tool evaluates the
identified vulnerability as Critical i.e., it assigns
to it a DVSS score higher than 9. Using these
inputs, the BN model assesses the incident as a
threat with a 98% probability, which corresponds
to Crisis Level 6.

7. Conclusions

This paper presents a Bayesian network model
that assesses in real time the potential threat
level linked to the existence of vulnerabilities in
a ship's IT and OT systems and networks and
performs a situation evaluation in the form of
crisis classification of the incident. The
developed tool utilizes a systematic and flexible
methodology that combines BN theory and crisis
classification to improve cyber security
management onboard. The output of the model
provides early warning and improves situational
awareness regarding identified cyber security
weaknesses that can be exploited by a threat
agent. Thus, it promotes the timely application of
measures to reduce the risk of exposure to a
successful cyber-attack. In this context, the
model's contribution can be expanded if it is
combined with an appropriate decision support
tool (as in the case of the ISOLA project), which
will recommend preventive actions to the Master
and the cyber security management team based
on the crisis classification.

The future steps involve integrating the BN
model into the ISOLA ecosystem and validating
it onboard a passenger ship in real-case
scenarios. Expanding the model to include
additional parameters is also in progress. It is
worth noting that the presented model is part of
an overarching crisis classification module that
encompasses multiple security threats. Thus,
comparable BN models are under development
to model other threats, such as illegal boarding
and trespassing, or have already been developed,
like a model for piracy and armed robbery
attacks (Ventikos, et al., 2022).
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