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This paper describes a use case developed in the context of a European research project. The main goal of such a
use case is to show as it has been possible to exploit an all-digital hardware monitoring system at run-time to
improve reliability with focus on verification activities. For such a purpose, a pacemaker has been developed in
two versions. One version has been based on a Commercial Off-The-Shelf microcontroller, where some properties
have been verified by means of a classical offline traces analysis approach. The other version has been based on a
soft-core on Field Programmable Gate Array, where the same properties have been verified at run-time by means
of the adopted all-digital hardware monitoring system. The comparison of the two verification approaches shows
how it is possible (i) to reduce the time needed to perform verification and (ii) to provide the opportunity to verify
more complex properties with respect to classical Built-In Self-Test approaches.
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1. Introduction

The monitoring action on a system, from a
general point of view, provides information
about its state. These ones can be processed
(e.g., filtered, interpolated) to obtain indications
about parameters that can be useful also to
consider reliability issues [1]. Referring to
information collection, two types of monitoring
can be identified: software and hardware.

Software monitoring systems are based on the
exploitation of the same processors that are
executing the application under exam also to
collect data. There are various examples of
software monitoring systems, that depend on the
application: Gprof [2], the GNU  statistical
profiler, that is a tool able to count the number of
times functions have been called and to measure
the execution time of the routines. Another
software monitoring tool is Rapitime [3] that,
starting from the instrumentation of the code,
takes timestamps of processor during execution

of the application. Another branch of application
of software monitoring systems is the monitoring
of the correct behavior of the application under
exam [4]. In general, software monitoring
systems are cheap and fast to be integrated in the
target system. As main drawback, they
necessarily introduce some overheads on
execution time, and it has some grade of
statistical inaccuracy.

Hardware monitoring system are based on
dedicated analog/digital hardware resources able
to carry on the profiling action. This means that
no source code instrumentation is needed and the
software execution by the applicative processor
is not altered, thus no overhead on execution
time is introduced. For the same reason,
hardware monitoring systems can guarantee the
best accuracy in performance analysis. Various
examples of all-digital (i.e., no analog
components involved) hardware-based profiling
approaches have been presented in literature. For
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example, SnoopP [5] and Airwolf [6] are two all-
digital hardware-based function-level profilers
for software applications running on soft-core
processors. However, hardware monitoring
systems require more area/resources occupation
for target system implementation.

The exploitation of all-digital hardware
monitoring systems to improve reliability is a
well-known practice in both the academic and
industrial domains (e.g., [7][8][9]). The most
common evaluated metrics are the switching
activity and the coverage. The most common
detected faults are related to stuck-at and,
especially when an FPGA is exploited in the
system, to bit-flip. In all the situations, the
possibility to obtain meaningful information
without affecting the nominal behavior of the
system is of critical importance, i.e., the
effectiveness and efficiency (e.g., non-
intrusiveness and low area overhead) of the
adopted monitoring system is of critical
importance too.

In such a context, this paper describes a use case
developed in the scope of the ECSEL IREL40
European research project [10]. The main goal of
such a use case is to exploit an all-digital
hardware monitoring system at run-time
[11][12][13] to collect data related to system
behavior, and to finally improve reliability with
focus on verification activities. For such a
purpose, a pacemaker has been developed in two
versions: one based on a Common Off-The-Shelf
(COTS) microcontroller on a Printed Circuit
Board (PCB), where some properties are verified
by means of a classical offline approach (i.e.,
script-based analysis of traces collected by
means of a logical analyzer), and one based on a
soft-core General-Purpose Processor (GPP) on a
Field Programmable Gate Array (FPGA), where
the same properties are verified at run-time by
means of the integration of the adopted all-
digital hardware monitoring system. The final
goal is to compare the effectiveness and the
efficiency of the two approaches by showing
how it is possible (i) to reduce the time needed to
perform verification and (ii) to provide the
opportunity to verify more complex properties
with respect to classical Built-In Self-Test (BIST)
approaches.
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This rest of this paper is structured as follows.
The next section describes the development of
the two pacemaker versions, the considered
reliability properties, and an analysis of the
obtained results with respect to the verification
of such properties. Finally, Section 3 provides
some conclusions and highlights future works on
the topic.

2. The Proposed Use Case

As said before, the proposed use case targets the
development of a pacemaker [14][15] (often
considered in the literature due to its relevance,
e.g., [16][17][18]) in two different versions: one
based on a COTS microcontroller on PCB,
where some properties are verified by means of a
classical offline approach (i.e., script-based
analysis of traces collected by means of a logical
analyzer), and one based on a soft-core GPP on
FPGA, where the same properties are verified at
run-time by means of the integration of the
adopted all-digital HW monitoring system. The
final goals are (i) to reduce the time needed to
perform verification, with respect to classical
off-line approaches, and (ii) to provide the
opportunity to verify more complex verification
properties with respect to classical BIST
approaches (by also allowing to perform
verification during operative mode). So, the rest
of this section provides more details about the
reference pacemaker behavior, the development
approaches adopted for the two pacemaker
versions, the considered reliability properties,
and obtained results with respect to the
verification of such properties.

2.1. Pacemaker Behavior

The considered system is the core of a DDDR
type pacemaker [16], i.e., the sub-system
dedicated to the execute the algorithm related to
the basic pacemaker functionality, i.e., without
considering sensing/actuations sub-systems and
extra functionality (e.g., actual heartrate
estimation for dynamic adaptation, data logging
and connectivity for internet-based remote
monitoring, etc.). The behavior that the
pacemaker core must exhibit to support the heart
in case of failure is specified by the Finite State
Machine (FSM) reported in Figure 1. It shows all
the sequences that the pacemaker core must
manage to preserve the correct heart functions.
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Figure 1. Pacemaker core behavior

The time origin is the ventricular event (natural
or stimulated) that correspond to the start of the
PVARP  (Post-Ventricular — Atrial-Refractory
Period). During the PVARP the atrial catheter is
inhibited (to avoid crosstalk phenomenon) while
a ventricular event restarts the pacemaker cycle.
After the PVARP, the atrial input is activated,
and the pacemaker core waits for an atrial event.
If this event doesn’t occur, at the end of AEIr
(Atrial Escape Interval residue) the pacemaker
core sends an artificial atrial stimulus also
starting the AVI (Atrio-Ventricular Interval).
During the BP (Blanking Period) phase of the
AVI, both the catheters are inhibited. At the start
of the CSW (Crosstalk Sensing Window), the
ventricular one is activated waiting for an event
or for the AVIr (AVI residue). If the event
doesn’t occur before the end of AVIr the
pacemaker core sends an artificial stimulus. If a
ventricular event occurs during the CSW, the
pacemaker core has to provide a precautionary
stimulus to the ventricle after a given interval of
time (i.e., 110 ms for 60 bpm) from the previous
atrial event (natural or stimulated). In both cases
the cycle starts again.

2.2. Development approaches

In order to show the benefits of the integration of
an all-digital hardware monitoring system for the
verification of properties related to reliability, it
has been first developed a baseline pacemaker
core, based on a COTS microcontroller (i.e.,
Microchip Atmel ATMega328P) on a PCB, for
which verification relies on a classical approach.
The baseline prototype is shown in Figure 2
(left).
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Figure 2. Baseline pacemaker core

The basic verification activity relies on a
classical approach in which test vectors
composed of natural atrial (NA) and/or natural
ventricular (NV) stimulus have been manually
generated and the output debug traces (Figure 2
right) have been extracted by means of a debug
serial line and provided to a logic state analyzer
for manual verification. Other than the basic
verification activity, it is also possible to check
for wverification of more complex properties
related to reliability issues. For example, it is
possible to consider the following ones:

e Unexpected Timer Fired (UTF)
e Unexpected States Sequence (USS)

UTF is an event that signals when the timer
activated at the exit from AEIr state (Figure 1),
should be stopped in the CSW state (i.e., when
going towards AVIr) but it is found already
fired. This situation cannot happen in a correct
design, but it can happen in the final
implementation due to timing issues. USS is an
event that signals when the pacemaker is moving
along a state sequence that is not correct (i.e., not
admissible) with respect to the possible ones
defined by the related FSM.

Both the events can happen due to faults or
system  performance degradation, as a
consequence of undetected manufacturing
physical defects and/or aging [17]. Both the
events are of critical importance and their
notification to an external sub-system can be of
great relevance. For example, the voting sub-
system that manages the Triple Module
Redundancy (TMR) typically used in a real
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product could also consider such events, other
than comparing the outputs, to determine which
instance of the pacemaker core is the more
reliable at a given time.

To verify the previously described properties (at
design-time), test vectors have been generated
and provided to the pacemaker by an advanced
verification system. Figure 3 shows an additional
microcontroller used to extract test vectors from
real ECGs (Figure 4) and to provide them to the
microcontroller implementing the pacemaker
core. The outputs are then analyzed by looking at
more expressive traces generated from the debug
ones by means of some scripts (Figure 5).

Figure 3. Advanced verification system

Figure 4. Test traces extraction from real ECGs
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Figure 5. Script-based verification activity

The same pacemaker core has been then
developed based on a soft-core GPP (i.e., Xilinx
Microblaze, shown in Figure 6) on a FPGA (i.e.,
Xilinx Artix7), and integrated with the all-digital
hardware monitoring system available in [19] to
collect data related to system behavior and to
verify, automatically and at run-time, the same
properties considered above.
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Figure 6. Soft-core based pacemaker core

2.3. Results analysis

The comparison of the two verification
approaches has shown how it is possible (i) to
reduce the time needed to perform verification
and (ii) to provide the opportunity to verify more
complex properties with respect to classical
BIST approaches. In fact, during the
development, it has been measured that the time
needed to perform verification, with respect to
the classical off-line approach (i.e., script-based
analysis of output traces provided to a logic state
analyzer) is reduced of 30% when considering
the time needed to write and run the scripts, and
analyze the results provided results. It is worth
noting that the saved time would increase when
considering more properties. Moreover, thanks
to the proposed verification approach, it is
possible to verify complex properties during
operative mode, as it is not possible by means of
classical BIST approaches. Finally, in order to
compare the effectiveness and efficiency of the
two verification approaches from a more general
point of view it is possible to also consider that:
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e the proposed approach allows to monitor
internal system components while the
classical one is limited to the observability
offered by the debug serial line;

e the proposed approach allows to reduce
overhead with respect to SW

instrumentation-based ones without
affecting the nominal behavior of the
system.

3. Conclusions

For a lot of COTS digital devices, current
reliability assessment is based on offline time-
consuming analysis of traces collected while
providing as input proper test vectors, and
available BIST approaches shall be performed in
a non-operative mode and are limited in the
complexity of the verifiable properties. By
exploiting an all-digital hardware monitor
integrated into the system it is possible to collect,
at run-time, data related to system behavior for
the verification of properties related to reliability
in a more effective and efficient way. The
adopted all-digital HW embedded monitor
[10][12][13] outperforms current SoA with
respect to flexibility, size (i.e., cost) and energy
consumption. For all this, it can be exploited to
build next-generation embedded systems that
need non-intrusive run-time monitoring actions
(e.g., safety-critical systems like pacemakers), to
improve HW/SW co-design methodologies
[20][21], and to support training activities [22].
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